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Abstract

Paravirtualization,popularizedy the Xen hyper
visor, is quickly expandinginto commodity mar
kets, with mary in the IT sectorconsideringit for
a variety of purposes. It is appropriatefor mary
usagescenariosyet for thoserequiring strongiso-
lation and good performanceand high scalability
thereis at leastone often overlooked alternatve,
which we call paeneirtualization ! Paeneirtual-
ized systemsaregeneral-purposdime-shared)Ss
retro tted with abstractiongo provide both name-
spaceisolation and resourceisolation. Examples
of such systemsinclude HP UX 11i SecureRe-
sourcePartitions, and Solaris10 Zones, Virtuozzo
for Linux, andLinux Vseners.

Both approacheso virtualization provide better
isolation than traditional time-sharedsystems but
to a regular user thereis little tangibledifference
betweerthetwo; ata super cial level, oneappears
asa virtual doppel@nger of the other Of course
therearedifferencesandthis paperdigs below the
surfaceto reporton their strengthsandweaknesses
in termsof performancescalability andisolation.

1 Intr oduction

Operating systems face a fundamental tension
between providing isolation and sharing among
applications—thg simultaneouslysupportthe il-

lusion that eachapplicationhas the physical ma-
chine to itself, yet let applicationsshareobjects
(e.g., les, pipes)with eachother Todaysoperating

Paeneis Latin for “nearly” and pronouncedust like the
pasta.

systemsdesignedor personalcomputersadapted
from earliertime-sharingystemstypically provide
arelatively weakform of isolation (the processab-
straction)with generoudacilities for sharing(e.qg.,
a global le systemand global processids). In
contrasthypervisorsstrive to provide strongisola-
tion betweervirtual machinegVMs), providing no
moresupporffor sharingbetweer’Ms thanthenet-
work providesbetweerphysicalmachines.

The point on the designspectrumsupportedoy
ary givensystemdependsn theworkloadit is de-
signedto support. WorkstationOSsgenerallyrun
multiple applicationson behalf of a single user
making it naturalto favor sharingover isolation.
Hypervisorsare often designedo let a single ma-
chinehostmultiple unrelatedapplicationspossibly
runningon behalfof independenbrganizationsas
might bethe casein a hostingor utility datacenter
In sucha scenariothe applicationshave no needto
shareinformation,andin fact, it is importantthey
have no impacton eachother Hence,hypervisors
heavily favor isolationoversharing.However, when
eachvirtual machineis runningthe sameoperating
systemandthesameuserevel applicationsthecost
of thisisolationcanbe unneccessarilizigh.

This paperinvestigateghis tensionbetweeniso-
lationandsharingn systemslesignedor anemeg-
ing scenariorequiring scalabilityin the numberof
concurrentlyrunning VMs, especiallywherethese
VMs have substantiakimilaritiesin their software
requirements.Examplesof suchscenariosnclude
web/db/gamehosting centers,utility datacenters,
anddistributedhostingservicesuchasAkamaiand
PlanetLab Our study considerstwo generalap-
proachedo virtualization: paravirtualizationasex-



empli ed by Xen[1] andpaeneirtualizationastyp-
i ed by Linux Vseners[10].

We have considerable experience with
Vseners—i.e., a general-purposelLinux OS
retro tted with abstractiongroviding both name-
space and resourceisolation—aswe use it to
supporta large numberof researcher®n Planet-
Lab[13, 2]. However, with the steepmaturationof
Xen from researclprototypeto productionquality
solution, there has been considerablenomentum
to use Xen for all scenariosnvolving VMs. For
this reason,we take a closerlook at Xen as an
alternatve to Vsener. In termsof performancewe
nd that Xen is a strong competitorto Vseners.
However, especiallyin temrsof network 1/0, we
nd that Vsener has the adwantagedue to the
high CPU overheadrequiredin Xento managehe
network. In terms of scalability Vseners scale
further than Xen for simple testsand have better
responsetime when using a modest number of
concurrentlyrunningVMs.

The paperis organizedas follows. Section2
teasesapart the different requirementghat users
might place on virtual machine technology and
characterizeshe natureof the isolation properties
of virtual machinesjndependentlyof how the un-
derlying technologyactually implementsit. Sec-
tion 3 comparesreproducedperformanceresults
from Xen 1.2 with subsequengeneration®f Xen,
and contrastsits performancewith that attainable
with Linux Vseners. Section4 thenevaluatesthe
scalabilityof thetwo systemsn the numberof con-
currently running VMs. Finally, Section6 offers
someconcludingremarks.

2 Requirements

The purposeof virtual machinetechnologyis to
provide isolation betweenindividual VMs. This
sectionteasesapartthe differentrequirementghat
usersmight placeon virtual machines The discus-
sion considerghefull breadthof system-lgel sup-
port for virtual machines from traditional OSsto
low-level hypervisors. For clarity, we settleon a
singlesetof terminology drawvn from therecentvir-

tual machineliterature: we refer to the underlying
systemasa virtual machinemonitor (VMM) rather
thanan OS, andthe isolatedcontainergunningon
top of it asvirtual machinesatherthanprocesseer
domains.

We rst outlinetheusagescenario®f VMs to set
the context within which we compareandconstrast
the differentapproacheto virtualization. Next, we
characterizehe natureof theisolationprovided by
virtual machinesconsideredndependenthof how
the underlyingVMM is actuallyimplemented.Fi-
nally, we discusswo differentclassesf VM tech-
nology from the standpoinof meetingthe require-
mentsof the usagescenarioslemandingyoodper
formance high scalability andstrongisolation.

2.1 UsageScenarios

Virtual machine technologiesare poised to be
presenthroughoutmostcomputersystems.There
areanumberof exciting ideasto useVMs to secure
work ervironmentson laptops[18], easemanage-
mentandimprove utilization of large computeclus-
ters, analyzeunknavn virus/work attacksin real-
time [17], and delug dif cult to track down sys-
tem failuresusing time-travel [19]. However, to-
dayVM technologyis predominantelyisedby: (1)
programmes onworkstationgor softwaredevelop-
ment and testing purposes(2) IT centes to con-
solidatededicatedseners onto more costeffective
hardware, and (3) hostingorganizationgo costef-
fectively sellvirtual privatesenersat scale.
Thesereal-world scenariodave similar require-
mentsin termsof isolationbetweerVMs—it needs
to be strong. However, they differ substantiallyin
their needfor scalability performanceandthe abil-
ity to supportmultiple operatingsystemerviron-
ments. For example, programmersor testersare
unlikely to run a numberof heaiily loadedVMs
concurrentlyandwhile they would prefergoodper
formance,their tolerancefor poor performanceis
likely to be high. On the otherhand,they arelikely
to dependcheaily ontheability to supportmulitple
operatingsystemervironments. In fact, the abil-
ity to run multiple softwaredevelopmentndtesting
ervironmentson the samehardware s the primary



adwantageof VM technlogyin this scenario.

As anotherexample,|T centerstendto consoli-
dateon the order of a dozenphysicalsenersinto
VMs runningon amorecosteffective system.They
rely ontheability to run multiple VMs concurrently
(one per service),but in mary ervironments,the
load on eachservicemay be relatively light. For
example,a smallcompary may maintaintheir web
sener, mail sener, DNS sener, andftp sener all
on one physicalmachine. By placingeachservice
in its own VM, they canlimit theimpactof a soft-
warefailureto oneserviceandalsosimplify thead-
ministrationof eachservice.In this scenariothere
would be little bene t to sharingdue to the user
level sener software, but it is likely that multiple
servicesvould run onthe sameoperatingsytem.

In a third scenario,organizationsselling virtual
private seners at scale(e.g., web hostingcompa-
nies, Akamai, PlanetLab,andso on.) likely have
mary copiesof the samesener software and un-
derlyingoperatingsystemgepresenteih their mix
of VMs. They seekto benet from an economy
of scaleand needto reducethe maginal cost per
customeNM. Thusthey arelikely to be extremely
sensitve to issuef scalabilityandperformances
they try to carefully oversubscribingheir physical
infrastructurewith asmary VMs as possiblewith-
outreducingoverall quality of service.

Of thesethreescenarioswe focus primarily on
the third which stresseshe underlyingvirtual ma-
chinetechnologyo its limits alongtheperformance
andscalabilityaxes.While it is non-trivial to ensure
isolationbetweerVMs, therealchallengés to pro-
videisolationandhigh performanceindscalability.

2.2 Isolation Landscape

Isolation betweenVMs involves two largely inde-
pendentdimensions:resouce isolation and name-
spaceisolation Note that we do not usethe term
faultisolationin our characterizatioof VMMs, in-
steadtaking the view thatfault isolationis implied
by resourceisolation: a VMM that provides re-
soruceisolationprotectsall correctlyrunningVMs
from both greedyandfaulty VMs. After all, afault

that crasheshe machinerobs all VMs of the re-
sourceshey expect.

Resourceisolation correspondgo the VMM' s
ability to isolatethe resourceconsumptionof one
VM from that of anotherVM; undesiredinter
actions betweenVMs is sometimescalled cross-
talk [9]. Providing resourcdsolationgenerallyin-
volvescarefulschedulingandallocationof physical
machineresourcege.g.,cycles,memorylink band-
width, disk space),but can also be in uenced by
VMs sharinglogical resourcessuchas le descrip-
tors and memory buffers. A VMM that supports
strongresourceasolationmightguarante¢hataVM
will receve 100 million cyclesper second(Mcps)
and1.5Mbpsof link bandwidth independenof ary
other applicationsrunning on the machine. On
the other hand, a VMM that supportsweak re-
sourceisolationmight let VMs competewith each
otherfor cyclesandbandwidthon ademand-dkien
(best-effort) basis. Marny hybrid approachesare
also possible. For instance,a VMM may main-
tainstrongperformancésolationbetweerclassesf
VMs while enforcingwealer isolationwithin each
class(e.qg.,to supporta low priority classof appli-
cationsthatareallowedto consumeexcesscycles).

In contrasthamespacesolationrefersto the ex-
tentto whichthe VMM limits accesgo (andinfor-
mation about)logical objects,suchas les, mem-
ory addressesport numbersuserids, processds,
andsoon. A VMM that supportsstrong name-
spacdsolationdoesnot revealthe namesof les or
procesdds belongingto anotherVM, let alonelet
oneVM acces®r manipulatesuchobjects.In con-
trast,a VMM that supportsweak namespaceso-
lation might supporta sharednamespacée.g., a
global le system)augmentedvith anaccesson-
trol mechanisnthatlimits the ability of oneVM to
manipulatehe objectsownedby anothe®VM.

The level of namespacésolationsupportedy a
VMM affectsatleasttwo aspect®f applicationpro-
grams.The rst is con gurationindependencehat
is, whethernames(e.g., of les) selectedby one
VM possibly con ict with namesselectedby an-
otherVM. Thesecondaspecis security;if oneVM
is not ableto seeor modify dataand codebelong-



ing to anothelVM, thenthisincreaseshelikelihood
thatacompromisdo oneVM doesnotaffect others
onthesamemachine.

Takentogetherthesewo dimension®f isolation
provide a simplemapof the designspacewith dif-
ferentVMMs (OSs)correspondingo eachpossibil-

ity:

Traditional timesharing systems offer both
weak performancesolation and weak name-
spacesolation.

Single-usermultimedia systemsoffer strong
resourceisolation but weak namespacésola-
tion.

A traditional timesharingsystemaugmented
with supportfor securitycontexts, asexempli-
ed by BSDjails [8], offer weakresourcédso-
lation andstrongnamespacesolation.

A VMM designedor applicationhostingcen-
terstypically offer both strongresourcdsola-
tion andstrongnamespacesolation.

It is importantto keepin mind that this section
puts forward just one possibleview of the isola-
tion landscapeTherearecertainlyothercriteriaby
whichVMM stratgiescanbeevaluated.For exam-
ple,someVMMs offer the advantageof supporting
morethanone OS ervironment. As anotherexam-
ple,a VMM canbe characterizedy its ability to
migrate VMs betweenphysicalmachineso avoid
scheduleddownntimes (e.g., for hardware mainte-
nance)or to load-balanc&Ms. Finally, VMMs can
be characterizedccordingto the sizeof its trusted
codebasethepremisebeingthatthelesscodethere
is to assurethe moresecurethe systemis likely to
be.While aVM thatcompromisesheVMM is able
to gain accesgo anotherVM' s state—ancdhence,
compromisethe level of securitysupportedoy the
VMM—there aremary othersecuritythreats(e.g.,
physicalaccesgo the machinesthat must rst be
addressedeforethis particular security issuebe-
comescritical. Instead,we purely focuson isola-
tion asit relatesto performancendscalability and
returnto theseothercriteriain Section6.

2.3 DesignChoices

Based on the current state of VMM research,
it appearsthat two technologiesare best posi-
tionedto supportgoodperformancehigh scalabil-
ity, and strongisolation: parairtualizing systems
suchasXen[1] andDenali[20], andpaengirtualiz-
ing systems—i.e.a general-purpos®s retro tted
with abstractionproviding namespacandresource
isolation—suchasLinux Vseners[10], Solaris10
(Zones+ PRM), andVirtuozzofor Linux [16].

Figure 1 illustratesthe architectureof thesevir-
tualizationapproachest a Birdseye level. Shavn
ontheleft, a hypervisotbasedVMM runsseparate
copiesof acorventionaloperatingsystemkernelin-
sideeachVM; paravirtualizing hypervisorsachieve
greaterscalabilityby modifying the OS runningin
eachVM to male it aware that the hypervisoris
beneacht. Showvn on theright, a paengirtualized
systemsupportanultiple UNIX VMs usingasingle
OS kernel,with eachVM appearingo the useras
aseparatéJNIX system.Thehomogeneousature
of paengirtualized VMs simpli es the underlying
kernels task of managinga large numberof such
VMs.

Figure 1: Doppelganger nature of para- and paene-
virtualized systems. At a birdsge level the main
differencebetweenthesetwo systemss the trusted
computingoase Paravirtualizedsystemdetusergun
their own untrustedoperatingsystemwithin a VM,

paengirtualizedsystemsio not.

The differencebetweenpaengirtualized UNIX
and traditional UNIX systemsis the meansby
which the kernel veri es whethera processs au-
thorizedto performa given action. The traditional
multiuserUNIX modelof anomnipotentoot and



anumberof lessprivilegeduseraccountss insuf-
cientfor paeneirtualizedUNIX; everyVM requires
somesuperuselike privileges,suchastheability to
install packageshut mustbe deniedothers,suchas
theability to loadmodulednto thekernel. Paeneir-
tualizedUNIX systemgypically split the privileges
traditionallygrantedoroot intoanumberf ner-
grainedcapabilities,and provide only a subsetof
thosecapabilitiesto the “root” insidea userowned
VM. By careful considerationof the capabilities
neededto perform different roles associatedvith
UID zero,it is possibleto provide root within a
VM with thosecapabilitiesthat are necessaryor
maintainingthe VM (e.g.,manipulatiorof le own-
ershipand permission) while remaoving thosethat
couldpotentiallyaffect otherVMs onthesamema-
chine(e.qg.,loadingakernelmodule).

Whenignoring performanceijsolation,andscal-
ability, a difference betweenparairtualized and
paengirtualized systemsis the trusted computing
base(TCB). For parairtualized systemsthe TCB
is the small underlying VMM. The OS running
in eachVM can be untrusted—i.e.,in scenarios
wherecustomemay usetheir own customOS. For
paengirtualized systems,only corventional user
level applicationsare untrusted,everything elseis
partof the TCB. It is importantto notethis differ-
ence asprior evaluationsof paravirtualizedsystems
primarily demonstratésolationbetweer’VMs using
untrustedapplicationsrather than untrustedOSs.
Sectionrefx shavs that untrustedOSsrunningin
aparairtualizedVM cansuccessfullyjaunchlayer
below attacksundercuttinga previously established
reasorfor usingparairtualizedsystems.

Finally, to understandmary of the resultsre-
portedin subsequergectionsit is helpfulto recog-
nizedthatparavirtualizationis oftenachievedby du-
plicatingresourcege.g.,eachVM hasits own copy
of the OS), whereaspaengirtualization is often
achiezed by hiding or maskingresourcege.g.,each
VM is ableto seeonly a subsebf the le system).
In otherwords, paengirtualizatin achizesname-
spaceisolationby layeringa setof Iters ontop of
theunderlyinglogical resourcesandit achie/esre-
sourceisolation by layering a setof limits on top

the underlyingphysicalresourcescheduleraindal-
locators.In effect, this paperreportsthedifferences
betweerduplicatingandhiding variouscomponents
of theOS.

3 Performance

Thissectioncompareshe performancef aparavir-

tualizedsystem(Xen + XenoLinux)anda paengir-

tualizedLinux Kernel(PLK). As a referencepoint,
we run mary of the benchmarkasedto evaluate
thosesystemslsoon a stockLinux kernel. We re-
peata numberof thesingleVM benchmarksasde-
scribedin Barhamet. al. [1] andClark et. al [3],

which illustrate the baseperformanceof thesetwo
systemsTheseexperimentgunwithin asinglevVM

and exercisethe whole systemto characterizehe
relative performanceof the two approachegor a
rangeof senertypeworkloads.

Our Xen con guration consistsof Xen 2.0.7
with XenoLinux basedon a patchedversionof the
vanilla 2.6.12 kernel from kernel.og in both the
host (domO0) and guestdomain (domU) for which
resultshave not yet beenreportedelsavhere. Un-
lessotherwisestated,the resultsreportedfor Xen
are for a single guestdomain. Our PLK con g-
uration consistsof a Linux 2.6.12 kernel patched
with changesfrom FC4-1398,Vsener 2.0.1 and
a new CPU scheduleevelopedat Princeton. To
accountfor the differencebetweendifferent vari-
ationsof 2.6.12usedby XenoLinuxandPLK, we
alsopresenthebaseperformanceumbersof stock
FC4-13982.6.12 Linux kernels. The Linux dis-
tribution populatingthe lesystem is the latestre-
leaseof FedoraCore 2, therebyletting us focus
on comparingthe architecturaldifferencebetween
para-andpaenevirtualization.Wherepossible we
usetheexactsamelesystemto avoid varianceslue
to usingdifferentportionsof thedisk.

All experiments are evaluated on an Intel
SE7505VB2 motherboardwith a 3.06Ghz Xeon
uniprocesserdGB RAM, Intel E1000GigE Ether
net, and a single SeagateBarracudaST3200822A
200GB 7.2k RPM ATA-100 IDE disk. The Xeon
processohasa 512KB L2 and1MB L3 cacheand



Linux PLK  Xeno
Cong FC4 Linux
selectTCP 591 592 4.60
mmaplateny ( 32MB)| 425.00 428.00 1300.00
mmaplateny (64MB)| 846.00 844.00 2575.00
fork process 127.57 130.90 378.08
execprocess 462.58 488.23 697.42
shprocess 1565.571711.901741.60
CS(2p/0K) 1.76 187 3.12
CS(2p/16K) 1.85 196 3.12
CS(2p/64K) 2.07 209 3.29
CS(8p/16K) 2.37 252 3.92
CS(8p/64K) 11.24 11.87 14.07
CS(16p/16K) 331 341 488
CS(16p/64K) 23.65 26.35 28.10
protfault 0.68 0.69 1.07
pagefault 2.31 2.35 4.00

Tablel: Imbenchlatenyy OSbenchmarks timesin
S

hyperthreadinglisabled. To compareperformance
betweenXen 1.0 and Xen 2.0, we alsorepeatthe

baseperformancesvaluationon the identicalhard-

wareusedby Clark et. al. to reproduceheresults
reportecby Barhamet. al.

3.1 BaseOperating SystemsBenchmarks

We ran the developmentbenchmark subset of
McVoy's Imbentn [11] version 3.0-a3 tool, as
thoseexperiementsamgetparticularOSsubsystems.
For 17 of the 30 ImbenchDEVELOPMENT mi-
crobenchmarksthe performanceof PLK, Xeno-
Linux, and stock Linux are nearly identical; i.e.,
within themagin of error Tablel shavstheresults
of the lateny microbenchmark$or which thereis
a performancediscrepang betweenstock Linux,
PLK, andXenoLinux.

The rst row in Tablel shavsthatlateny to han-
dle TCP selectis a bit fasterfor XenoLinux when
comparedo stockLinux andPLK. Thisis theonly
casewhere XenoLinux has lower lateng, which
happengo bedueto minor codepathdifferencebe-
tweenthe vanilla 2.6.12and FC4-13982.6.12ker-
nels.

The next two rows shav mmap latenciesfor
32MB and 64MB les. As canbe seenthe laten-
ciesscalewrt to thesizeof the le, ratherthanthere
being a constantoverheadfor XenoLinux. While
this makesperfectsensewe wereinitially surprised
becauseprevious discussionswith respectto this
benchmarkmadeit seemlike it would bea constant
overheadbf afew tensof microseconds.

Thefollowing threerowsin Tablel shawv theper
formanceof fork processexecprocessandsh pro-
cessacrosghe systemsXenoLinuxis sloverwhen
comparedo stockLinux. Barhametal.[1] describe
why this is the expectedbehaior for XenoLinux:
hypercallsto the VMM updatea large numberof
pagetables.PLK is nearlyidenticalfor the fork sh
benchmarka bit slower for exec processandonly
a bit fasterthanXenoLinuxfor sh process.Techni-
cally, PLK shouldmore closelymatchstockLinux
for theselattertwo benchmarkandwe arestill in-
vestigatingvhatcauseshe additionaldelay

The next seven rows in Table 1 shav contet
switch overheadbetweendifferentnumbersof pro-
cesseswith different working set sizes. As ex-
plainedby Barhametal. [1], thel sto 4 sover
headfor thesemicrobenchmarksre dueto hyper
callsfrom XenoLinuxinto theVMM to changethe
pagetablebase.In contrastthereis little overhead
betweenthe stockand paeneirtuailzedversionsof
Linux.

Finally, for protectionfault and pagefault han-
dling, XenoLinux is more than 1.4x slower than
stock Linux, which is alsodueto Xen VMM hy-
percalls.For PLK the costfor theseoperationsare
essentiallyidenticallyto stockLinux.

Table 2 shavs the results of the bandwidth
basedmicrobenchmarkgor which thereis a per
formancediscrepang betweenstock Linux, PLK,
and XenoLinux. The rst threerows shav anodd
theme: XenoLinux drastically outperformsboth
stockLinux andPLK for strictly userlevel bench-
marks. The differencesbetweentheseshould be
muchsmaller We have run thesebenchmarksvith
sufcient warm up iterationsto factor out cache
effects and pagefault effects and continueto get
the sameresults. Not shavn in the table are the



Linux PLK  Xeno
Cong FC4 Linux
bcoypy (libc) | 597.70 583.08 729.12
bcopy (hand) 585.72 571.82 744.62
memwrite 834.60 795.22 1038.00
memread |2237.141910.021933.02
pipe 1993.801906.32 2294.30
AF UNIX 2838.822768.52 2668.70
le reread |1739.161656.12 1809.22
mmapreread 2241.82 1922.36 1942.62

Table 2: ImbenchbandwidthOS benchmarks in
Mbytes/sec

bandwidth numbersfor the host domain (domO)
under Xen. For the bcogy (libc) benchmarksit
falls right in betweenPLK and XenoLinux—i.e.,
660Mbytes/sec.The causefor this is not well un-
derstood.Onedifferencebetweenthesesystemss
that XenoLinuxusesa 100HZ clock, whereasPLK
and stock Linux usea 1000HZ clock®. Clock in-
terruptsin corventionalLinux would needto be on
theorderof 8 stoaccounfor thedifferencen per
formance. However, that doesnot accountfor the
differencebetweertheresultsfor hostversusguest
domainresultsfor Xen. Furtherinvestigationinto
thesediscrepanciess required.

The bottom four rows listed in Table 2 do in-
volve theoperatingsystemandin XenoLinux's case
the hypervisor Herethe resultsare mixed. There
are two takeavays from theseresults: (1) overall
the performancenf XenoLinuxis remarkablygood
comparedwith stock Linux and PLK, (2) yet mi-
crobenchmarkseldomareindicatorsof overall sys-
tembehaior for realworkloadg[4].

3.2 Network Performance

We examine TCP performanceover a private Gi-
gabit EthernetLAN that is unloaded. We use a
HP DL320 sener with a 3.4GHz Xeon uniproces-
sorsystemthatgenerallyis fasterthanour testsys-
tem. This letsus measureeceve andtransmitper

2\We werenegligentnot to eliminatethis difference put are
out of time to correctfor the submission.

Linux PLK Xeno

Cong FC4 Linux
rcv snd rcv snd rcv snd
TCPWin 16K 524 593 524 593 348 425
TCPWin 32K 888 938 888 938 678 815
TCPWin 64K 941 941 941 941 787 867
TCPWin 128K| 941 941 941 941 888 915
TCPWin 256K| 941 941 941 941 902 929

Table3: iperf performancevith TCPwindows sizes
rangingfrom 16K to 256Kbytes.

formanceindependentlyo a machinethatcanboth

sourceandsyncdatafasterthanourtestsystem.The

iperf benchmarkwas usedto perform thesemea-
surements. Both senderand receiperapplications
werecon guredto usedifferentTCPwindow sizes,
andiperf selectsthe appropriatesoclet buffer size

thatis largerthanthemaxbandwidthdelayproduct.
Theresultspresentedrea medianof four testsrun-

ning for 10 secondstransferringbetweerd00MB-

1GB.

Table 3 presentsthe results using the default
MTU of 1500 bytes. Both stock FC4 Linux and
PLK achieeline GigE ratewith aTCPwindow size
of 64Kbytes. In contrast,XenoLinux approaches
GigE ratesonly with large window sizes.

While this might seemunremarkableachie/ing
near GIigE ratesis a signi cant achiazement for
XenoLinux on Xen 2.0. This is becausepaclets
ow from the GigE NIC to the host domainthat
thenforwardsthemto the XenoLinuxguestdomain.
In this way the Xen 2.0 hypervisomo longerneeds
to replicateiptables-lile forwardingsupportaswas
donein Xen 1.0.

fly |

Figure2: Xen 1.0vs. Xen 2.0architecture.




Figure 2 depictsthe high-level architecturalde-
signof Xen1.0andXen 2.0,andillustratesthepath
pacletstake throughthe system.The salientdiffer-
encebetweenthesetwo generationof Xen is the
move of device drivers out of the hypervisor For
Xen 1.0 the GuestOSs (suchas XenoLinux) use
Xen-avaredevice driversto accesphyicaldevices.
In contrastfor Xen 2.0 privileged GuestOSs(typi-
cally domO)canusetheir native device driversvia a
safehardwareinterfaceexportedby the hypervisor;
however, unprvileged GuestOSsusespecialfront-
enddevice driversthat communicatevith domOto
accesghe disk or receve network paclets. Fraser
etal. [5] describethe new 1/O architectureor Xen
2.0. A key contritution of their architecturds the
combinationof high performancewith resilienceto
devicedriver faults,theneedfor whichis motivated
by Swift et. al. [15, 14].

TheXen2.01/O architectureesembles conven-
tional microkernel model with device drivers run-
ning in separat&/Ms (addresspaces)asexempli-
ed by QNX [7]. Handetal. [6] arguethatVMMs
aremicrokernelsdoneright. Certainlyit seemshat
Xen's cut acrossthe software stackis at the right
level andachieresremarkablgperformance.

Nonethelessthe approachimposesa non-trivial
amountof overhead.Menonetal. [12] pro le Xen
2.0to characterizéhe overheadf their new model
underhigh-bandwidthscenarios. They reportthat
on the receve paththe TLB missrate—de nedas
the ratio of the numberof missesto the number
of instructionsexecuted—isan orderof magnitude
higher(14x - 25x) whencomparedo stockLinux.
Their resultsalso shaw that there are no specic
hotspotsbut ratherthe TLB missesn thedriverdo-
mainarespreadacrosgheentireTCPreceve code
path. The bottomline is thatfor a GigE bandwidth
benchmarkXenfully utilizesthe2.4GHzXeontest
systemand cannotachieze GigE line rateto Xeno-
Linu, while stockLinux hascyclesto spareunder
thesamdoad.

In contrast,we obsenre that Xen on a 3.06GHz
Xeon CPU cannearly operateat link rate. In the
future, PlanetLalnodeswill be operatingas multi-
homedrouteswith GigE NICs. For this reasonwe

are very interestedwhat kind of forwarding rates
can be achieved using Xen and Vsener with two

GigE NICs. We developeda very simply TCP for-

ward proxy thatreadspacletsfrom onesoclet and
writes (forwards)themasquickly aspossibleto an-
other soclet. Runningthis applicationon Xeno-
Linux with two GigE NICs we obsere a forward-
ing rateof 417Mbits/seavith a 128K TCPwindow.

In contrastLinux and PLK canforward paclets at
GigElink rate(941Mbits/secyvith a64K TCPwin-

dow.

3.3 Relative Benchmark Performance

Overallthesingleguestperformancef XenoLinux
is remarkablygoodwith it matchingor even best-
ing baselLinux in most cases. Data demonstrat-
ing this for Xenl versusLinux 2.4 was presented
in [1] andindependentlyeri ed in [3]. In Fig-
ure 3, we updatethis datafor Linux 2.6 and Xen
2 includingmeasuremenisf osdb,dbenchaLinux
kernelcompile,FourinARav,aCPUintensve com-
ponentof Freebenclandthefull geometrioneanof
all the Freebenchests. This datawastaken on the
samehardwvare platfrom as[3] speci cally a Dell
2650 dual processor.4 GHz Xeon sener with 2
GB RAM anda Maxtor 36 GB 15000RPM SCSiI
drive. Xen guestsare allocated128 MB of mem-
ory anda 2 GB LVM bacled virtual block device.
Eachscorereportsthe averageof 10 trials andthe
standarddeviation of the trials is shavn with error
bars.Forthemostpart,thedatacon rms thatnewver
versionsof Xen retaintheir excellentperformance
relative to baselLinux. However, therearesomein-
terestingdetails.

First, for somebenchmarksgspeciallydbench,
performances signi cantly worsein domainOthan
in aregularguestVM. Thisre ects thefactin do-
main0,oneprocessois runningboththebenchmark
codeandhandlingthe disk I/0. While for aregular
guestOS,thebenchmarkcodeandthedisk /O han-
dling usedifferentprocessorsTo illustratethis, we
includemeasurementsn Xen2with SMPdisabled.
This forcesthe 1 guestcaseto run both the bench-
markingcodeanddisk 1/0O asin thedomainO case.
(Note: we disabledSMP by using“xm pincpu” to
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Figure 3. Relative performance of Linux and XenoLinux. Four setsof measurementfor eachbenchmarkare
shawvn for eachbenchmark Linux 2.6 UP hasSMP disabled Xen2domOwith SMP enabled Xen2 guestdomUwith
SMP enabledandXen2 guestdomUwith SMP disabled All scoresarethe averageof 10 runsof thebenchmarkwith

standdardaleviation shavn with errorbars.

pingbothdomainGandthe 1l guestothesameCPU.

SecondXen is actuallyslightly betterthenbase
Linux for most of the testsrun. It certainly
seemgounterintuitve thatintroducingavirtualiza-
tion couldimprove performance However, we be-
lieve that there are several things are work here.
For Xen, the LVM-backed VBD is optimizedfor
throughputratherthan lateny while Linux is op-
timized more for latengy. For thesebenchmarks,
we expectthatoptimizationfor throughputs more
effective. Also, on Xen, all I/O is going through
two elevator sorting algorithm andthe lower level
deepergueueallows for more pipelining of paral-
lel requests. A recentpaperby Fraseret al. [5]
alsodescribesan oscillatorybehaior of Linux 2.4
memorysystemwhendoing bulk writes. The Xen
implementationavoids this problem. It is some-
whatsurprisingthat Xen would shav an adwantage
on a CPU intensve applicationlike FourinARow.
However, we saw the sameslight adwvantagefor all
benchmarksén the Freebenclsuite. We summarize
theseby including the geometricmeanof all the
Freebenclsuitein the gure aswell.

4 Scalability

This sectionevaluatesthe scalability of Xen and
Vseners. We rst evaluatehow mary active VMs

canbeinstantiatecon eachsystem.Thenwe repeat
anumberof the scalabilitybenchmarkseportedoy

Barhamet. al. [1] andcomparethe performanceof

the two systems.All experimentsare evaluatedon

thesamehardwareasdescribedn Section3.

4.1 PhoneBooth Packing

Phonebooth padking is a contestof crammingas
mary peopleaspossibleinto a boothdesignedor
oneperson.We have a similar benchmarko deter
minetheupperlimit of packingconcurently active
VMs onto a single physicalhost. It essentiallyis a
footprintbenchmarkneasuredh termsof available
disk and memoryspace. We evaluatethe virtual-
ization approachedn two dimensions:guaranteed
resenationvs. overbooking. For guaranteedeser
vation the underlyingVMM admitsonly the num-
berof VMs thatit canguaranteehe availability of
a resened amountof resources.For overbooking,
the VMM admitsmoreVMs andserviceshemon



a besteffort basis. The assumptiorbeing thatin
thecommoncaseVMs will utilize farlessresources
thantheir maximimlimits permit.

With guaranteedeserations(i.e., 100MB mem-
ory and 1GB disk space)both systemsscalesimi-
larly, asthelimiting factoris availablememoryand
disk space—yoiwcan only cut a pie so often. The
realchallengas in reducingthefootprintof individ-
ual VMs whenoverbookingthe physicalresources.

In general,for hypervisorbasedsystemsthere
is an inherentovercommittmentof virtual mem-
ory pagesanddisk blocksto eachVM. To reduce
the memoryfootprint, suchsystemseedto reduce
duplicatestate—introducedy eachVM running a
GuestOSandits applicationsafter thefact While
thereareseveral proposedechniquedo reducedu-
plicate memory pages[18, 17], eachcomeswith
its own dravbacks. For example, content-based
pagesharingtechniques [18] computehashval-
ueshby scanningpagesto identify duplicatepages
and then usesCoW virtual memory mechanisms
to reducethe memory footprint.  Similarly, the
delta-virtualizatiortechniquesiescribedoy Vrable
et. al. [17] arevery specializedfor short-running
applications(operatingat the level of secondsor
minutes)—notthe usagescenariosve are investi-
gating.

Thesememoryfootprint optimizationtechniques
could also be appliedto paengirtualized systems
to reducememory footprint. However, their pri-
marybene tis to reducethe text sggmentsof com-
mon applications. When properly con gured, this
is somethingthat paengirtualized systemsalready
doinherently For example,on PlanetLakandother
Linux Vsenerbasedsystems(suchas Lycos Eu-
rope), the lesystem is sharedusing a le-level
CoW scheme. Many of the commonexecutables
andsharedibrariesaretherebysharedon disk be-
tweenVMs (vseners). More importantly their in-
odesare the sameand le pathsappearthe same
across/Ms. Thissetupetsthedynamicloademap
theminto virtual memorysuchthatthey areshared
read-onlyacrossprocesseseven thosethat run in
separat&/Ms.

Squeezingasmary VM's lesystem onto a disk
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aspossible,though,is more an exercisein frugal-
ity and easeof useratherthanin reducingdupli-
catestate. The ideal casefor Xen might be to use
le-backed virtual block devices(fvBD). A fVBD
canbe con gured as a sparsele, which lets one
nicely overbooktheamountf diskspace However,
the currentimplementatiorof the backingstorefor
fVBDs cachesl/O in the hostdomain,i.e., it be-
havesmorelike aRAM-disk thateventuallypersists
the datato the backingstore. This in fact provides
remarkableperformanceyet it doesnot meetthe
kind durability requirementghat databasesemail
systems,etc. require—peopletypically are not
hapy whena disk loosestheir data. For this rea-
son,oneneeddo useLVM-backedVBDs onXenas
thestoragedevicesfor VMs. Onecouldstartwith a
smallLVM extentandthendynamicallyincreaset
whenthe VM requiresmoredisk space.For exam-
ple,aXenoLinuxguestOSusingext3 coulddynam-
ically resizeits lesystem in responsdo the LVM
beingresized.Yetthis requiresexplicit cooperation
by theguestOS.

In contrast,overbookingdisk spaceis very sim-
ple with the (previously mentioned)le-le vel CoW
schemeused by Linux Vseners. Each vsener

lesystem is essentiallya subtreeof the overall

lesystem, into which a vsener is con ned us-
ing the chroot systemcall. The le-le vel CoW
schemereducesthe otherwise150Mbyte footprint
requiredfor asmallFedoraCore2 installationdowvn

to a 12Mbyte. Vseners provides a simple disk-

spaceandinode-countimit placedon eachvsener
to preventit from completelyconsumingall of the
systems spaceor inodes. For example,on Planet-
Lab we routinely put 250-300vsener VMs onto a
single nodeand give eachVM a 5GB disk quota,
while the underlyingdisk itself is only 100-150GB
large.

To endthis discussiorwith someempericaldata,
we examined XenoLinux and Vseners' ability to
instantiatea large numberof VMs concurrently
Barhamet al. [1] shaved thatit is possibleto host
roughly 128 VMs running SPECINT2000 using
XenoLinux. Thisis not a real-world workloadcor
respondingo ary of the scenariosve discussedn



Section2. Instead,we con gured a numberVMs
with Apacheversion2.0.46web senersin its de-
fault con guration. With Vsener we stoppedvher
wereached024VMs runningApacheon our hard-
ware con guration—we could have gone further
Note that eachin its default con guration Apache
createaup to 8 httpd processesOn the samehard-
warewith Xenwe only succeedetb installandrun
80 VMs eachlimited to 48MB. We did not usethe
balloondriver with which we probablycould have
instantiated..5x-3xmore,whichnonetheleswould
have been5x-7xlower comparedo PLK.

4.2 VM Concurrency

This sectioncompareghe performanceof running
multiple VMs concurrently Ourfocusis onrunning
multiple instancesf SPECWEB99, similar to the
con gurationusedby Barhametal.

Achieving good SPEC WEB99 scoresequires
both high throughputand boundedateny. When
a client requestgetsstalleddue toa badly delayed
disk read, then the connectionwill be classedas
non-conformingndwill notcontributeto thescore.

Figure 4 shaws the resultsof running 1, 4, 16
copiesof the SPECWEB99 benchmarkin parral-
lel on our uniprocessomachine. For both PLK
andXenoLinuxeachinstanceof SPECWEB99 ex-
ercisesa separateApachesener isolatedinto its
own VM. Different TCP port numberswere used
for eachwebsenerto enablehecopiesto berunin
parallel.

Notethatin Figure4 thebasecasg(V1) —running
a singleinstanceof Apachefor SPECWEB99 on
Linux Vsener is signi cantly betterthanthe cor
respondingbasecasefor stock Linux reportedby
Barhametal. Basedon our experiencestockLinux
is fasterthan PLK in this case. Given that our
Xen (X1) basecaseroughly mirrors their prior re-
sults(550conformingclients),we speculat¢hatthe
bulk of this performancalifferenceis dueto horri-
ble overheadmposedoy the2.4.xbased_inuxSMP
systemin handlingthe multiple Apacheprocesses.

The better overall performanceof PLK is pri-
marily dueto the lower overheadimposedby the
paengirtualizationapproachAs aresult,theresim-
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ply is more CPU left to sene clients. In contrast,
asrevealedin Section3.2, at GigE dataratesthere
arefew cyclesleft evenfor oneXenoLinuxto pro-
cessclient requests.The performancdor Xen cer
tainly would be betterif we enabledSMP. How-
ever, in comparisonto PLK, this would only have
masled the CPU overheadmposedby parairtual-
ization andtheir microkernel-stylel/O architecture
for GuestOSs.

Note that PLK's CPU scheduleris identical to
the Linux scheduleraugmentedonly to limit the
amountof CPUaVM (vsener) canmaximallycon-
sume.Aswe scalefrom 1to 16 VMs, it ensureshat
eachApachesenerobtainsafair shareof the CPU.

5 Isolation

Barhamet. al. [1] wantedto do a bacloff between
Xen and other systems,but they lacked a freely
availablepaeneirtualizedLinux solutionfreeavail-

able.In this sectionwe discusgheisolationproper

tiesof PLK andcompardt with Xen.

As onesimpleexample weranaQualelll game
sener in oneVM for both Xen andPLK andmea-
suredthelateny to the sener from anothersystem
on the local LAN. We then instantiated9 antiso-
cial VMs eachrunninga CPU hog (in nite loop).
Xen's borraved virtual time scheduledoesa good
job atisolatingthe Q3 sener from the CPU hogs,



with latenciesvarying betweenl-15 milliseconds.
As mentionedpreviously, PLK's CPU schedulelis
identical to the Linux scheduler augmentednly
to limit the amountof CPU a VM (vsener) can
maximally consume.It canschedulehe processes
of eachvsener at a ne grain and treatsthe Q3
sener processess an interactve process. The
Linux scheduleris optimized for interactve pro-
cesseggiving suchhigherpriority over CPUbound
processes Consequentlyeven with CPU hogging
processesunningin 9 differentvseners,theround
trip paclet latenciego the sener remainbelov one
millisecondmostof thetime®.

PLK can also properly resourceisolates VMs
runningfork-bombsandotherantisocialprocesses.
However, it currentlylacks supportto isolate pro-
cesseghat causeexcessie disk /0 (e.g., a sus-
taineddd). We areworking on addingsucha disk
I/O resourcecontrollerthatactsasa lter to ensure
thatall vseners(VMs) obtainafair shareof thel/O
bandwidth.

Barhamet al. point out that Linux cannotrun
multiple instanceof Postgresqtiueto conicts in
the SysV IPC name-space On PLK this problem
nolongerexists,asthe SysVIPC name-spacks vir-
tualizedfor eachVsener securitycontext. Conse-
guently we canrun multiple instancesof OSDB,;
however weran out of timeto completehosemea-
surementsn timefor the submission

6 Conclusion

Paravirtualization, popularizedby the Xen hyper
visor, is quickly expandinginto commodity mar
kets, with mary in the IT sectorconsideringit for
a variety of purposes.In this papey we have com-
paredthe performanceof Xen to Linux Vseners
which represents viable option to Xen for mary
usagescenariosthat require both strongisolation
and goodperformanceand high scalability Linux
Vsenersareoneexampleof a classof systemghat
we call paeneirtualization systems. Paeneirtu-

30urscheduleimplementatiorwas nished two weeksago
andwe suspect minor bug in the token bucket handlingthat
cause®0 millisecondhick upsevery four seconds.
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alization systemsare general-purposdjme-shared
OSsrretro tted with abstractionsto provide both
namespacesolationandresourcésolation.We nd
that the performanceof Xen is quite competitie
with Linux Vseners offering a substantialadwan-
tagein lower overheadfor network intensve ap-
plications. While paengirtualization systemsdo
notoffer someadvantage®f paravirtualizationsuch
asthe ability to supportmultiple OS ervironments,
we concludethatfor mary environmentsgspecially
thosethatareoversubscribingheir physicalinfras-
tructurewith asmary VMs aspossiblewithout re-
ducingoverall quality of service,paengirtualized
systemsarea moreattractie alternatve.
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