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Abstract

Paravirtualization,popularizedby theXenhyper-
visor, is quickly expandinginto commodity mar-
kets,with many in the IT sectorconsideringit for
a variety of purposes. It is appropriatefor many
usagescenarios,yet for thoserequiringstrongiso-
lation and good performanceand high scalability
there is at least one often overlooked alternative,
which we call paenevirtualization 1 Paenevirtual-
izedsystemsaregeneral-purpose,time-sharedOSs
retro�tted with abstractionsto provide both name-
spaceisolation and resourceisolation. Examples
of such systemsinclude HP UX 11i SecureRe-
sourcePartitions,andSolaris10 Zones,Virtuozzo
for Linux, andLinux Vservers.

Both approachesto virtualizationprovide better
isolation than traditional time-sharedsystems,but
to a regular user, thereis little tangibledifference
betweenthetwo; at a super�cial level, oneappears
as a virtual doppelg̈anger of the other. Of course
therearedifferences,andthis paperdigsbelow the
surfaceto reporton their strengthsandweaknesses
in termsof performance,scalability, andisolation.

1 Intr oduction

Operating systems face a fundamental tension
betweenproviding isolation and sharing among
applications—they simultaneouslysupport the il-
lusion that eachapplicationhas the physicalma-
chine to itself, yet let applicationsshareobjects
(e.g.,�les, pipes)with eachother. Today'soperating

1Paeneis Latin for “nearly” andpronouncedjust like the
pasta.

systemsdesignedfor personalcomputers,adapted
from earliertime-sharingsystems,typically provide
a relatively weakform of isolation(theprocessab-
straction)with generousfacilities for sharing(e.g.,
a global �le systemand global processids). In
contrast,hypervisorsstrive to provide strongisola-
tion betweenvirtual machines(VMs), providing no
moresupportfor sharingbetweenVMs thanthenet-
work providesbetweenphysicalmachines.

The point on the designspectrumsupportedby
any givensystemdependson theworkloadit is de-
signedto support. WorkstationOSsgenerallyrun
multiple applicationson behalf of a single user,
making it natural to favor sharingover isolation.
Hypervisorsareoften designedto let a singlema-
chinehostmultiple unrelatedapplications,possibly
runningon behalfof independentorganizations,as
might bethecasein a hostingor utility datacenter.
In sucha scenario,theapplicationshave no needto
shareinformation,andin fact, it is importantthey
have no impacton eachother. Hence,hypervisors
heavily favor isolationoversharing.However, when
eachvirtual machineis runningthesameoperating
systemandthesameuserlevel applications,thecost
of this isolationcanbeunneccessarilyhigh.

This paperinvestigatesthis tensionbetweeniso-
lationandsharingin systemsdesignedfor anemerg-
ing scenariorequiringscalability in the numberof
concurrentlyrunningVMs, especiallywherethese
VMs have substantialsimilarities in their software
requirements.Examplesof suchscenariosinclude
web/db/gamehostingcenters,utility datacenters,
anddistributedhostingservicessuchasAkamaiand
PlanetLab. Our study considerstwo generalap-
proachesto virtualization:paravirtualizationasex-
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empli�ed by Xen[1] andpaenevirtualizationastyp-
i�ed by Linux Vservers[10].

We have considerable experience with
Vservers—i.e., a general-purposeLinux OS
retro�tted with abstractionsproviding both name-
space and resource isolation—as we use it to
supporta large numberof researcherson Planet-
Lab [13, 2]. However, with thesteepmaturationof
Xen from researchprototypeto productionquality
solution, there has beenconsiderablemomentum
to useXen for all scenariosinvolving VMs. For
this reason,we take a closer look at Xen as an
alternative to Vserver. In termsof performance,we
�nd that Xen is a strong competitorto Vservers.
However, especiallyin temrsof network I/O, we
�nd that Vserver has the advantagedue to the
high CPUoverheadrequiredin Xen to managethe
network. In terms of scalability, Vservers scale
further than Xen for simple testsand have better
responsetime when using a modest number of
concurrentlyrunningVMs.

The paper is organizedas follows. Section2
teasesapart the different requirementsthat users
might place on virtual machine technology and
characterizesthe natureof the isolationproperties
of virtual machines,independentlyof how the un-
derlying technologyactually implementsit. Sec-
tion 3 comparesreproducedperformanceresults
from Xen 1.2 with subsequentgenerationsof Xen,
and contrastsits performancewith that attainable
with Linux Vservers. Section4 thenevaluatesthe
scalabilityof thetwo systemsin thenumberof con-
currently running VMs. Finally, Section6 offers
someconcludingremarks.

2 Requirements

The purposeof virtual machinetechnologyis to
provide isolation betweenindividual VMs. This
sectionteasesapartthe different requirementsthat
usersmight placeon virtual machines.Thediscus-
sionconsidersthefull breadthof system-level sup-
port for virtual machines,from traditional OSsto
low-level hypervisors. For clarity, we settleon a
singlesetof terminology, drawn from therecentvir-

tual machineliterature: we refer to the underlying
systemasa virtual machinemonitor(VMM) rather
thanan OS,andthe isolatedcontainersrunningon
topof it asvirtual machinesratherthanprocessesor
domains.

We�rst outlinetheusagescenariosof VMs to set
thecontext within which we compareandconstrast
thedifferentapproachesto virtualization.Next, we
characterizethenatureof the isolationprovidedby
virtual machines,consideredindependentlyof how
the underlyingVMM is actuallyimplemented.Fi-
nally, we discusstwo differentclassesof VM tech-
nologyfrom thestandpointof meetingtherequire-
mentsof theusagescenariosdemandinggoodper-
formance,highscalability, andstrongisolation.

2.1 UsageScenarios

Virtual machine technologiesare poised to be
presentthroughoutmostcomputersystems.There
areanumberof exciting ideasto useVMs to secure
work environmentson laptops[18], easemanage-
mentandimproveutilizationof largecomputeclus-
ters, analyzeunknown virus/work attacksin real-
time [17], and debug dif�cult to track down sys-
tem failuresusing time-travel [19]. However, to-
dayVM technologyis predominantelyusedby: (1)
programmersonworkstationsfor softwaredevelop-
ment and testingpurposes,(2) IT centers to con-
solidatededicatedserversonto morecosteffective
hardware,and(3) hostingorganizationsto costef-
fectively sell virtual privateserversatscale.

Thesereal-world scenarioshave similar require-
mentsin termsof isolationbetweenVMs—it needs
to be strong. However, they differ substantiallyin
their needfor scalability, performanceandtheabil-
ity to supportmultiple operatingsystemenviron-
ments. For example, programmersor testersare
unlikely to run a numberof heavily loadedVMs
concurrently, andwhile they wouldprefergoodper-
formance,their tolerancefor poor performanceis
likely to behigh. On theotherhand,they arelikely
to dependheavily on theability to supportmulitple
operatingsystemenvironments. In fact, the abil-
ity to runmultiplesoftwaredevelopmentandtesting
environmentson thesamehardwareis theprimary
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advantageof VM technlogyin thisscenario.
As anotherexample,IT centerstendto consoli-

dateon the orderof a dozenphysicalservers into
VMs runningonamorecosteffectivesystem.They
rely ontheability to runmultipleVMs concurrently
(one per service),but in many environments,the
load on eachservicemay be relatively light. For
example,a smallcompany maymaintaintheir web
server, mail server, DNS server, and ftp server all
on onephysicalmachine.By placingeachservice
in its own VM, they canlimit the impactof a soft-
warefailureto oneserviceandalsosimplify thead-
ministrationof eachservice.In this scenario,there
would be little bene�t to sharingdue to the user-
level server software, but it is likely that multiple
serviceswould runon thesameoperatingsytem.

In a third scenario,organizationsselling virtual
private servers at scale(e.g., web hostingcompa-
nies, Akamai, PlanetLab,and so on.) likely have
many copiesof the sameserver software and un-
derlyingoperatingsystemsrepresentedin their mix
of VMs. They seekto bene�t from an economy
of scaleand needto reducethe marginal cost per
customerVM. Thusthey arelikely to beextremely
sensitive to issuesof scalabilityandperformanceas
they try to carefully oversubscribingtheir physical
infrastructurewith asmany VMs aspossiblewith-
out reducingoverall qualityof service.

Of thesethreescenarios,we focusprimarily on
the third which stressesthe underlyingvirtual ma-
chinetechnologyto its limits alongtheperformance
andscalabilityaxes.While it is non-trivial to ensure
isolationbetweenVMs, therealchallengeis to pro-
videisolationandhighperformanceandscalability.

2.2 Isolation Landscape

IsolationbetweenVMs involves two largely inde-
pendentdimensions:resource isolation andname-
spaceisolation. Note that we do not usethe term
fault isolationin ourcharacterizationof VMMs, in-
steadtaking theview that fault isolationis implied
by resourceisolation: a VMM that provides re-
soruceisolationprotectsall correctlyrunningVMs
from bothgreedyandfaulty VMs. After all, a fault

that crashesthe machinerobs all VMs of the re-
sourcesthey expect.

Resourceisolation correspondsto the VMM' s
ability to isolatethe resourceconsumptionof one
VM from that of another VM; undesiredinter-
actionsbetweenVMs is sometimescalled cross-
talk [9]. Providing resourceisolationgenerallyin-
volvescarefulschedulingandallocationof physical
machineresources(e.g.,cycles,memory, link band-
width, disk space),but can also be in�uenced by
VMs sharinglogical resources,suchas�le descrip-
tors and memorybuffers. A VMM that supports
strongresourceisolationmightguaranteethataVM
will receive 100 million cyclesper second(Mcps)
and1.5Mbpsof link bandwidth,independentof any
other applicationsrunning on the machine. On
the other hand, a VMM that supportsweak re-
sourceisolationmight let VMs competewith each
otherfor cyclesandbandwidthon ademand-driven
(best-effort) basis. Many hybrid approachesare
also possible. For instance,a VMM may main-
tainstrongperformanceisolationbetweenclassesof
VMs while enforcingweaker isolationwithin each
class(e.g.,to supporta low priority classof appli-
cationsthatareallowedto consumeexcesscycles).

In contrast,namespaceisolationrefersto theex-
tent to which theVMM limits accessto (andinfor-
mationabout)logical objects,suchas �les, mem-
ory addresses,port numbers,userids, processids,
and so on. A VMM that supportsstrong name-
spaceisolationdoesnot revealthenamesof �les or
processids belongingto anotherVM, let alonelet
oneVM accessor manipulatesuchobjects.In con-
trast, a VMM that supportsweak namespaceiso-
lation might supporta sharednamespace(e.g., a
global �le system),augmentedwith anaccesscon-
trol mechanismthat limits theability of oneVM to
manipulatetheobjectsownedby anotherVM.

The level of namespaceisolationsupportedby a
VMM affectsatleasttwoaspectsof applicationpro-
grams.The�rst is con�guration independence, that
is, whethernames(e.g., of �les) selectedby one
VM possiblycon�ict with namesselectedby an-
otherVM. Thesecondaspectis security;if oneVM
is not ableto seeor modify dataandcodebelong-
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ing to anotherVM, thenthisincreasesthelikelihood
thatacompromiseto oneVM doesnotaffectothers
on thesamemachine.

Takentogether, thesetwo dimensionsof isolation
provide a simplemapof thedesignspace,with dif-
ferentVMMs (OSs)correspondingto eachpossibil-
ity:

� Traditional timesharing systems offer both
weak performanceisolation and weak name-
spaceisolation.

� Single-usermultimedia systemsoffer strong
resourceisolationbut weaknamespaceisola-
tion.

� A traditional timesharingsystemaugmented
with supportfor securitycontexts, asexempli-
�ed by BSD jails [8], offer weakresourceiso-
lationandstrongnamespaceisolation.

� A VMM designedfor applicationhostingcen-
terstypically offer both strongresourceisola-
tion andstrongnamespaceisolation.

It is importantto keepin mind that this section
puts forward just one possibleview of the isola-
tion landscape.Therearecertainlyothercriteriaby
whichVMM strategiescanbeevaluated.For exam-
ple,someVMMs offer theadvantageof supporting
morethanoneOSenvironment. As anotherexam-
ple, a VMM canbe characterizedby its ability to
migrateVMs betweenphysicalmachinesto avoid
scheduleddowntimes (e.g., for hardware mainte-
nance)or to load-balanceVMs. Finally, VMMs can
becharacterizedaccordingto thesizeof its trusted
codebase,thepremisebeingthatthelesscodethere
is to assure,themoresecurethesystemis likely to
be.While aVM thatcompromisestheVMM is able
to gain accessto anotherVM' s state—andhence,
compromisethe level of securitysupportedby the
VMM—there aremany othersecuritythreats(e.g.,
physicalaccessto the machines)that must �rst be
addressedbefore this particularsecurity issuebe-
comescritical. Instead,we purely focuson isola-
tion asit relatesto performanceandscalability, and
returnto theseothercriteriain Section6.

2.3 DesignChoices

Based on the current state of VMM research,
it appearsthat two technologiesare best posi-
tionedto supportgoodperformance,high scalabil-
ity, and strongisolation: paravirtualizing systems
suchasXen[1] andDenali[20], andpaenevirtualiz-
ing systems—i.e.,a general-purposeOS retro�tted
with abstractionsproviding namespaceandresource
isolation—suchasLinux Vservers[10], Solaris10
(Zones+ PRM),andVirtuozzofor Linux [16].

Figure1 illustratesthe architectureof thesevir-
tualizationapproachesat a Birdseye level. Shown
on the left, a hypervisor-basedVMM runsseparate
copiesof aconventionaloperatingsystemkernelin-
sideeachVM; paravirtualizing hypervisorsachieve
greaterscalabilityby modifying the OSrunningin
eachVM to make it aware that the hypervisoris
beneachit. Shown on the right, a paenevirtualized
systemsupportsmultipleUNIX VMs usingasingle
OS kernel,with eachVM appearingto the useras
a separateUNIX system.Thehomogeneousnature
of paenevirtualizedVMs simpli�es the underlying
kernel's task of managinga large numberof such
VMs.
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Figure 1: Doppelgänger nature of para- and paene-
virtualized systems. At a birdseye level the main
differencebetweenthesetwo systemsis the trusted
computingbase.Paravirtualizedsystemsletusersrun
their own untrustedoperatingsystemwithin a VM,
paenevirtualizedsystemsdo not.

The differencebetweenpaenevirtualized UNIX
and traditional UNIX systemsis the meansby
which the kernel veri�es whethera processis au-
thorizedto performa given action. The traditional
multiuserUNIX modelof anomnipotentroot and
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a numberof lessprivilegeduseraccountsis insuf�-
cientfor paenevirtualizedUNIX; everyVM requires
somesuperuser-like privileges,suchastheability to
install packages,but mustbedeniedothers,suchas
theability to loadmodulesinto thekernel.Paenevir-
tualizedUNIX systemstypically split theprivileges
traditionallygrantedto root intoanumberof �ner-
grainedcapabilities,and provide only a subsetof
thosecapabilitiesto the“root” insidea user-owned
VM. By careful considerationof the capabilities
neededto perform different roles associatedwith
UID zero, it is possibleto provide root within a
VM with thosecapabilitiesthat are necessaryfor
maintainingtheVM (e.g.,manipulationof �le own-
ershipandpermission),while removing thosethat
couldpotentiallyaffectotherVMs on thesamema-
chine(e.g.,loadingakernelmodule).

Whenignoringperformance,isolation,andscal-
ability, a differencebetweenparavirtualized and
paenevirtualized systemsis the trustedcomputing
base(TCB). For paravirtualizedsystems,the TCB
is the small underlying VMM. The OS running
in eachVM can be untrusted—i.e.,in scenarios
wherecustomermayusetheir own customOS.For
paenevirtualized systems,only conventional user-
level applicationsare untrusted,everything elseis
part of the TCB. It is importantto notethis differ-
ence,asprior evaluationsof paravirtualizedsystems
primarily demonstrateisolationbetweenVMs using
untrustedapplicationsrather than untrustedOSs.
Sectionrefx shows that untrustedOSsrunning in
aparavirtualizedVM cansuccessfullylaunchlayer-
below attacks,undercuttingapreviouslyestablished
reasonfor usingparavirtualizedsystems.

Finally, to understandmany of the results re-
portedin subsequentsections,it is helpful to recog-
nizedthatparavirtualizationisoftenachievedby du-
plicatingresources(e.g.,eachVM hasits own copy
of the OS), whereaspaenevirtualization is often
achievedby hidingor maskingresources(e.g.,each
VM is ableto seeonly a subsetof the �le system).
In otherwords,paenevirtualization achievesname-
spaceisolationby layeringa setof �lters on top of
theunderlyinglogical resources,andit achievesre-
sourceisolation by layering a set of limits on top

theunderlyingphysicalresourceschedulersandal-
locators.In effect, thispaperreportsthedifferences
betweenduplicatingandhidingvariouscomponents
of theOS.

3 Performance

Thissectioncomparestheperformanceof aparavir-
tualizedsystem(Xen+ XenoLinux)andapaenevir-
tualizedLinux Kernel(PLK). As a referencepoint,
we run many of the benchmarksusedto evaluate
thosesystemsalsoon a stockLinux kernel. We re-
peata numberof thesingleVM benchmarksasde-
scribedin Barhamet. al. [1] andClark et. al [3],
which illustratethe baseperformanceof thesetwo
systems.Theseexperimentsrunwithin asingleVM
and exercisethe whole systemto characterizethe
relative performanceof the two approachesfor a
rangeof server-typeworkloads.

Our Xen con�guration consistsof Xen 2.0.7
with XenoLinuxbasedon a patchedversionof the
vanilla 2.6.12 kernel from kernel.org in both the
host (dom0) and guestdomain(domU) for which
resultshave not yet beenreportedelsewhere. Un-
lessotherwisestated,the resultsreportedfor Xen
are for a single guestdomain. Our PLK con�g-
uration consistsof a Linux 2.6.12kernel patched
with changesfrom FC4-1398,Vserver 2.0.1 and
a new CPU schedulerdevelopedat Princeton. To
accountfor the differencebetweendifferent vari-
ationsof 2.6.12usedby XenoLinux andPLK, we
alsopresentthebaseperformancenumbersof stock
FC4-13982.6.12 Linux kernels. The Linux dis-
tribution populatingthe �lesystem is the latestre-
leaseof FedoraCore 2, thereby letting us focus
on comparingthe architecturaldifferencebetween
para-andpaene-virtualization.Wherepossible,we
usetheexactsame�lesystemto avoid variancesdue
to usingdifferentportionsof thedisk.

All experiments are evaluated on an Intel
SE7505VB2motherboardwith a 3.06Ghz Xeon
uniprocessor, 4GB RAM, Intel E1000GigE Ether-
net, and a single SeagateBarracudaST3200822A
200GB7.2k RPM ATA-100 IDE disk. The Xeon
processorhasa 512KB L2 and1MB L3 cacheand
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Linux PLK Xeno
Con�g FC4 Linux
selectTCP 5.91 5.92 4.60
mmaplatency ( 32MB) 425.00 428.00 1300.00
mmaplatency ( 64MB) 846.00 844.00 2575.00
fork process 127.57 130.90 378.08
execprocess 462.58 488.23 697.42
shprocess 1565.57 1711.90 1741.60
CS( 2p/0K) 1.76 1.87 3.12
CS( 2p/16K) 1.85 1.96 3.12
CS( 2p/64K) 2.07 2.09 3.29
CS( 8p/16K) 2.37 2.52 3.92
CS( 8p/64K) 11.24 11.87 14.07
CS(16p/16K) 3.31 3.41 4.88
CS(16p/64K) 23.65 26.35 28.10
prot fault 0.68 0.69 1.07
pagefault 2.31 2.35 4.00

Table1: lmbenchlatency OSbenchmarks- timesin
� s

hyperthreadingdisabled.To compareperformance
betweenXen 1.0 andXen 2.0, we also repeatthe
baseperformanceevaluationon the identicalhard-
wareusedby Clark et. al. to reproducethe results
reportedby Barhamet. al.

3.1 BaseOperating SystemsBenchmarks

We ran the development benchmark subset of
McVoy's lmbench [11] version 3.0-a3 tool, as
thoseexperiementstargetparticularOSsubsystems.
For 17 of the 30 lmbenchDEVELOPMENT mi-
crobenchmarks,the performanceof PLK, Xeno-
Linux, and stock Linux are nearly identical; i.e.,
within themargin of error. Table1 showstheresults
of the latency microbenchmarksfor which thereis
a performancediscrepancy betweenstock Linux,
PLK, andXenoLinux.

The�rst row in Table1 showsthatlatency to han-
dle TCP selectis a bit fasterfor XenoLinux when
comparedto stockLinux andPLK. This is theonly
casewhere XenoLinux has lower latency, which
happensto bedueto minorcodepathdifferencebe-
tweenthe vanilla 2.6.12andFC4-13982.6.12ker-
nels.

The next two rows show mmap latenciesfor
32MB and64MB �les. As canbe seenthe laten-
ciesscalewrt to thesizeof the�le, ratherthanthere
being a constantoverheadfor XenoLinux. While
thismakesperfectsense,wewereinitially surprised
becauseprevious discussionswith respectto this
benchmarkmadeit seemlike it wouldbeaconstant
overheadof a few tensof microseconds.

Thefollowing threerowsin Table1 show theper-
formanceof fork process, execprocess, andshpro-
cessacrossthesystems.XenoLinuxis slowerwhen
comparedto stockLinux. Barhametal. [1] describe
why this is the expectedbehavior for XenoLinux:
hypercallsto the VMM updatea large numberof
pagetables.PLK is nearlyidenticalfor thefork sh
benchmark,a bit slower for execprocess,andonly
a bit fasterthanXenoLinuxfor shprocess.Techni-
cally, PLK shouldmorecloselymatchstockLinux
for theselatter two benchmarksandwe arestill in-
vestigatingwhatcausestheadditionaldelay.

The next seven rows in Table 1 show context
switchoverheadbetweendifferentnumbersof pro-
cesseswith different working set sizes. As ex-
plainedby Barhamet al. [1], the 1� s to 4� s over-
headfor thesemicrobenchmarksaredueto hyper-
callsfrom XenoLinuxinto theVMM to changethe
pagetablebase.In contrast,thereis little overhead
betweenthestockandpaenevirtuailzedversionsof
Linux.

Finally, for protectionfault and pagefault han-
dling, XenoLinux is more than 1.4x slower than
stock Linux, which is also due to Xen VMM hy-
percalls.For PLK thecostfor theseoperationsare
essentiallyidenticallyto stockLinux.

Table 2 shows the results of the bandwidth
basedmicrobenchmarksfor which there is a per-
formancediscrepancy betweenstock Linux, PLK,
andXenoLinux. The �rst threerows show an odd
theme: XenoLinux drastically outperformsboth
stockLinux andPLK for strictly user-level bench-
marks. The differencesbetweentheseshouldbe
muchsmaller. We have run thesebenchmarkswith
suf�cient warm up iterations to factor out cache
effects and pagefault effects and continueto get
the sameresults. Not shown in the table are the
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Linux PLK Xeno
Con�g FC4 Linux
bcopy (libc) 597.70 583.08 729.12
bcopy (hand) 585.72 571.82 744.62
memwrite 834.60 795.22 1038.00
memread 2237.14 1910.02 1933.02
pipe 1993.80 1906.32 2294.30
AF UNIX 2838.82 2768.52 2668.70
�le reread 1739.16 1656.12 1809.22
mmapreread 2241.82 1922.36 1942.62

Table2: lmbenchbandwidthOS benchmarks- in
Mbytes/sec

bandwidth numbersfor the host domain (dom0)
under Xen. For the bcopy (libc) benchmarks,it
falls right in betweenPLK and XenoLinux—i.e.,
660Mbytes/sec.The causefor this is not well un-
derstood.Onedifferencebetweenthesesystemsis
thatXenoLinuxusesa 100HZclock, whereasPLK
and stockLinux usea 1000HZ clock2. Clock in-
terruptsin conventionalLinux would needto beon
theorderof 8� s to accountfor thedifferencein per-
formance. However, that doesnot accountfor the
differencebetweentheresultsfor hostversusguest
domainresultsfor Xen. Furtherinvestigationinto
thesediscrepanciesis required.

The bottom four rows listed in Table 2 do in-
volvetheoperatingsystemandin XenoLinux'scase
the hypervisor. Here the resultsaremixed. There
are two takeaways from theseresults: (1) overall
theperformanceof XenoLinux is remarkablygood
comparedwith stock Linux and PLK, (2) yet mi-
crobenchmarksseldomareindicatorsof overallsys-
tembehavior for realworkloads[4].

3.2 Network Performance

We examineTCP performanceover a private Gi-
gabit EthernetLAN that is unloaded. We use a
HP DL320 server with a 3.4GHzXeon uniproces-
sorsystemthatgenerallyis fasterthanour testsys-
tem. This letsusmeasurereceive andtransmitper-

2We werenegligentnot to eliminatethis difference,but are
outof time to correctfor thesubmission.

Linux PLK Xeno
Con�g FC4 Linux

rcv snd rcv snd rcv snd
TCPWin 16K 524 593 524 593 348 425
TCPWin 32K 888 938 888 938 678 815
TCPWin 64K 941 941 941 941 787 867
TCPWin 128K 941 941 941 941 888 915
TCPWin 256K 941 941 941 941 902 929

Table3: iperf performancewith TCPwindowssizes
rangingfrom 16K to 256Kbytes.

formanceindependentlyto a machinethatcanboth
sourceandsyncdatafasterthanourtestsystem.The
iperf benchmarkwas usedto perform thesemea-
surements.Both senderand receiperapplications
werecon�guredto usedifferentTCPwindow sizes,
andiperf selectsthe appropriatesocket buffer size
thatis largerthanthemaxbandwidthdelayproduct.
Theresultspresentedareamedianof four testsrun-
ning for 10 seconds,transferringbetween400MB-
1GB.

Table 3 presentsthe results using the default
MTU of 1500 bytes. Both stock FC4 Linux and
PLK achieveline GigEratewith aTCPwindow size
of 64Kbytes. In contrast,XenoLinux approaches
GigE ratesonly with largewindow sizes.

While this might seemunremarkable,achieving
near GigE rates is a signi�cant achievement for
XenoLinux on Xen 2.0. This is becausepackets
�o w from the GigE NIC to the host domain that
thenforwardsthemto theXenoLinuxguestdomain.
In this way theXen 2.0hypervisorno longerneeds
to replicateiptables-like forwardingsupport,aswas
donein Xen1.0.
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Figure2: Xen 1.0vs. Xen 2.0architecture.
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Figure2 depictsthe high-level architecturalde-
signof Xen1.0andXen2.0,andillustratesthepath
packetstake throughthesystem.Thesalientdiffer-
encebetweenthesetwo generationsof Xen is the
move of device driversout of the hypervisor. For
Xen 1.0 the GuestOSs(suchas XenoLinux) use
Xen-awaredevicedriversto accessphyicaldevices.
In contrast,for Xen 2.0privilegedGuestOSs(typi-
cally dom0)canusetheirnativedevicedriversvia a
safehardwareinterfaceexportedby thehypervisor;
however, unprivilegedGuestOSsusespecialfront-
enddevice driversthatcommunicatewith dom0to
accessthe disk or receive network packets. Fraser
et al. [5] describethenew I/O architecturefor Xen
2.0. A key contribution of their architectureis the
combinationof high performancewith resilienceto
devicedriver faults,theneedfor which is motivated
by Swift et. al. [15, 14].

TheXen2.0I/O architectureresemblesaconven-
tional microkernel model with device drivers run-
ning in separateVMs (addressspaces),asexempli-
�ed by QNX [7]. Handet al. [6] arguethatVMMs
aremicrokernelsdoneright. Certainlyit seemsthat
Xen's cut acrossthe software stackis at the right
level andachievesremarkableperformance.

Nonetheless,the approachimposesa non-trivial
amountof overhead.Menonet al. [12] pro�le Xen
2.0 to characterizetheoverheadof their new model
underhigh-bandwidthscenarios.They report that
on the receive paththe TLB missrate—de�nedas
the ratio of the numberof missesto the number
of instructionsexecuted—isanorderof magnitude
higher(14x - 25x) whencomparedto stockLinux.
Their resultsalso show that thereare no speci�c
hotspots,but rathertheTLB missesin thedriverdo-
mainarespreadacrosstheentireTCPreceive code
path. Thebottomline is that for a GigE bandwidth
benchmarkXen fully utilizesthe2.4GHzXeontest
systemandcannotachieve GigE line rateto Xeno-
Linu, while stockLinux hascycles to spareunder
thesameload.

In contrast,we observe that Xen on a 3.06GHz
Xeon CPU cannearly operateat link rate. In the
future,PlanetLabnodeswill beoperatingasmulti-
homedrouteswith GigE NICs. For this reason,we

are very interestedwhat kind of forwarding rates
can be achieved using Xen and Vserver with two
GigE NICs. We developeda very simply TCPfor-
wardproxy that readspacketsfrom onesocket and
writes(forwards)themasquickly aspossibleto an-
other socket. Running this applicationon Xeno-
Linux with two GigE NICs we observe a forward-
ing rateof 417Mbits/secwith a128KTCPwindow.
In contrastLinux andPLK canforward packetsat
GigElink rate(941Mbits/sec)with a64K TCPwin-
dow.

3.3 RelativeBenchmark Performance

Overall thesingleguestperformanceof XenoLinux
is remarkablygoodwith it matchingor even best-
ing baseLinux in most cases. Data demonstrat-
ing this for Xen1 versusLinux 2.4 was presented
in [1] and independentlyveri�ed in [3]. In Fig-
ure 3, we updatethis datafor Linux 2.6 andXen
2 includingmeasurementsof osdb,dbench,aLinux
kernelcompile,FourInARow,aCPUintensive com-
ponentof Freebenchandthefull geometricmeanof
all theFreebenchtests.This datawastaken on the
samehardware platfrom as [3] speci�cally a Dell
2650 dual processor2.4 GHz Xeon server with 2
GB RAM anda Maxtor 36 GB 15000RPM SCSI
drive. Xen guestsareallocated128 MB of mem-
ory anda 2 GB LVM backed virtual block device.
Eachscorereportsthe averageof 10 trials andthe
standarddeviation of the trials is shown with error
bars.For themostpart,thedatacon�rms thatnewer
versionsof Xen retain their excellentperformance
relative to baseLinux. However, therearesomein-
terestingdetails.

First, for somebenchmarks,especiallydbench,
performanceis signi�cantly worsein domain0than
in a regularguestVM. This re�ects the fact in do-
main0,oneprocessoris runningboththebenchmark
codeandhandlingthedisk I/O. While for a regular
guestOS,thebenchmarkcodeandthediskI/O han-
dling usedifferentprocessors.To illustratethis,we
includemeasurementsonXen2with SMPdisabled.
This forcesthe1 guestcaseto run both thebench-
markingcodeanddisk I/O asin thedomain0 case.
(Note: we disabledSMP by using“xm pincpu” to
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Figure3: Relative performance of Linux and XenoLinux. Four setsof measurementsfor eachbenchmarkare
shown for eachbenchmark- Linux 2.6UP hasSMPdisabled,Xen2dom0with SMPenabled,Xen2guestdomUwith
SMPenabledandXen2guestdomUwith SMPdisabled.All scoresaretheaverageof 10 runsof thebenchmarkwith
standdarddeviationshown with errorbars.

pingbothdomain0andthe1 guestto thesameCPU.

Second,Xen is actuallyslightly betterthenbase
Linux for most of the tests run. It certainly
seemscounterintuitive thatintroducingavirtualiza-
tion could improve performance.However, we be-
lieve that there are several things are work here.
For Xen, the LVM-backed VBD is optimized for
throughputratherthan latency while Linux is op-
timized more for latency. For thesebenchmarks,
we expectthatoptimizationfor throughputis more
effective. Also, on Xen, all I/O is going through
two elevator sortingalgorithmand the lower level
deeperqueueallows for morepipelining of paral-
lel requests. A recentpaperby Fraseret al. [5]
alsodescribesan oscillatorybehavior of Linux 2.4
memorysystemwhendoing bulk writes. The Xen
implementationavoids this problem. It is some-
whatsurprisingthatXen would show anadvantage
on a CPU intensive applicationlike FourInARow.
However, we saw thesameslight advantagefor all
benchmarksin theFreebenchsuite. We summarize
theseby including the geometricmeanof all the
Freebenchsuitein the�gure aswell.

4 Scalability

This sectionevaluatesthe scalability of Xen and
Vservers. We �rst evaluatehow many active VMs
canbeinstantiatedon eachsystem.Thenwe repeat
a numberof thescalabilitybenchmarksreportedby
Barhamet. al. [1] andcomparetheperformanceof
the two systems.All experimentsareevaluatedon
thesamehardwareasdescribedin Section3.

4.1 PhoneBooth Packing

Phonebooth packing is a contestof crammingas
many peopleaspossibleinto a boothdesignedfor
oneperson.We have a similar benchmarkto deter-
minetheupperlimit of packingconcurrentlyactive
VMs ontoa singlephysicalhost. It essentiallyis a
footprintbenchmarkmeasuredin termsof available
disk and memoryspace. We evaluatethe virtual-
ization approachesin two dimensions:guaranteed
reservationvs. overbooking.For guaranteedreser-
vation the underlyingVMM admitsonly the num-
berof VMs that it canguaranteetheavailability of
a reserved amountof resources.For overbooking,
the VMM admitsmoreVMs andservicesthemon
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a besteffort basis. The assumptionbeing that in
thecommoncaseVMs will utilize far lessresources
thantheir maximimlimits permit.

With guaranteedreservations(i.e.,100MBmem-
ory and1GB disk space)both systemsscalesimi-
larly, asthelimiting factoris availablememoryand
disk space—youcanonly cut a pie so often. The
realchallengeis in reducingthefootprintof individ-
ualVMs whenoverbookingthephysicalresources.

In general, for hypervisor-basedsystemsthere
is an inherentovercommittmentof virtual mem-
ory pagesanddisk blocks to eachVM. To reduce
thememoryfootprint, suchsystemsneedto reduce
duplicatestate–introducedby eachVM running a
GuestOSandits applications–after thefact. While
thereareseveralproposedtechniquesto reducedu-
plicate memory pages[18, 17], eachcomeswith
its own drawbacks. For example, content-based
pagesharingtechniques [18] computehashval-
uesby scanningpagesto identify duplicatepages
and then usesCoW virtual memory mechanisms
to reducethe memory footprint. Similarly, the
delta-virtualizationtechniquesdescribedby Vrable
et. al. [17] are very specializedfor short-running
applications(operatingat the level of secondsor
minutes)—notthe usagescenarioswe are investi-
gating.

Thesememoryfootprint optimizationtechniques
could also be appliedto paenevirtualized systems
to reducememory footprint. However, their pri-
marybene�t is to reducethetext segmentsof com-
mon applications.Whenproperlycon�gured, this
is somethingthat paenevirtualizedsystemsalready
do inherently. For example,on PlanetLabandother
Linux Vserver-basedsystems(suchas Lycos Eu-
rope), the �lesystem is sharedusing a �le-le vel
CoW scheme. Many of the commonexecutables
andsharedlibrariesaretherebysharedon disk be-
tweenVMs (vservers). More importantly, their in-
odesare the sameand �le pathsappearthe same
acrossVMs. Thissetupletsthedynamicloadermap
theminto virtual memorysuchthat they areshared
read-onlyacrossprocesses,even thosethat run in
separateVMs.

Squeezingasmany VM' s �lesystem onto a disk

aspossible,though,is morean exercisein frugal-
ity and easeof userather than in reducingdupli-
catestate. The ideal casefor Xen might be to use
�le-backed virtual block devices(fVBD). A fVBD
can be con�gured as a sparse�le, which lets one
nicelyoverbooktheamountof diskspace.However,
thecurrentimplementationof thebackingstorefor
fVBDs cachesI/O in the host domain, i.e., it be-
havesmorelikeaRAM-disk thateventuallypersists
thedatato thebackingstore. This in factprovides
remarkableperformance,yet it doesnot meetthe
kind durability requirementsthat databases,email
systems,etc. require—peopletypically are not
happy whena disk loosestheir data. For this rea-
son,oneneedsto useLVM-backedVBDs onXenas
thestoragedevicesfor VMs. Onecouldstartwith a
smallLVM extentandthendynamicallyincreaseit
whentheVM requiresmoredisk space.For exam-
ple,aXenoLinuxguestOSusingext3coulddynam-
ically resizeits �lesystem in responseto the LVM
beingresized.Yet this requiresexplicit cooperation
by theguestOS.

In contrast,overbookingdisk spaceis very sim-
ple with the(previously mentioned)�le-le vel CoW
schemeused by Linux Vservers. Each vserver
�lesystem is essentiallya subtreeof the overall
�lesystem, into which a vserver is con�ned us-
ing the chroot systemcall. The �le-le vel CoW
schemereducesthe otherwise150Mbytefootprint
requiredfor asmallFedoraCore2 installationdown
to a 12Mbyte. Vservers provides a simple disk-
spaceandinode-countlimit placedon eachvserver
to prevent it from completelyconsumingall of the
system's spaceor inodes. For example,on Planet-
Lab we routinelyput 250-300vserver VMs onto a
singlenodeandgive eachVM a 5GB disk quota,
while theunderlyingdisk itself is only 100-150GB
large.

To endthis discussionwith someempericaldata,
we examinedXenoLinux and Vservers' ability to
instantiatea large number of VMs concurrently.
Barhamet al. [1] showed that it is possibleto host
roughly 128 VMs running SPECINT2000 using
XenoLinux. This is not a real-world workloadcor-
respondingto any of thescenarioswe discussedin
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Section2. Instead,we con�gured a numberVMs
with Apacheversion2.0.46web servers in its de-
fault con�guration. With Vserver we stoppedwhen
wereached1024VMs runningApacheonourhard-
ware con�guration—we could have gone further.
Note that eachin its default con�guration Apache
createsup to 8 httpdprocesses.On thesamehard-
warewith Xenwe only succeededto installandrun
80 VMs eachlimited to 48MB. We did not usethe
balloondriver with which we probablycould have
instantiated1.5x-3xmore,whichnonethelesswould
have been5x-7x lower comparedto PLK.

4.2 VM Concurrency

This sectioncomparesthe performanceof running
multipleVMs concurrently. Ourfocusis onrunning
multiple instancesof SPECWEB99,similar to the
con�gurationusedby Barhametal.

Achieving good SPEC WEB99 scoresequires
both high throughputandboundedlatency. When
a client requestgetsstalledduetoa badly delayed
disk read, then the connectionwill be classedas
non-conformingandwill notcontributeto thescore.

Figure 4 shows the resultsof running 1, 4, 16
copiesof the SPECWEB99 benchmarkin parral-
lel on our uniprocessormachine. For both PLK
andXenoLinuxeachinstanceof SPECWEB99ex-
ercisesa separateApacheserver isolatedinto its
own VM. Different TCP port numberswere used
for eachwebserver to enablethecopiesto berun in
parallel.

Notethatin Figure4 thebasecase(V1) –running
a single instanceof Apachefor SPECWEB99 on
Linux Vserver– is signi�cantly betterthanthecor-
respondingbasecasefor stock Linux reportedby
Barhametal. Basedonourexperience,stockLinux
is faster than PLK in this case. Given that our
Xen (X1) basecaseroughly mirrors their prior re-
sults(550conformingclients),wespeculatethatthe
bulk of this performancedifferenceis dueto horri-
bleoverheadimposedby the2.4.xbasedLinuxSMP
systemin handlingthemultipleApacheprocesses.

The better overall performanceof PLK is pri-
marily due to the lower overheadimposedby the
paenevirtualizationapproach.As aresult,theresim-
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Figure4: Web server performance

ply is moreCPU left to serve clients. In contrast,
asrevealedin Section3.2, at GigE dataratesthere
arefew cyclesleft even for oneXenoLinuxto pro-
cessclient requests.Theperformancefor Xen cer-
tainly would be better if we enabledSMP. How-
ever, in comparisonto PLK, this would only have
masked theCPUoverheadimposedby paravirtual-
izationandtheir microkernel-styleI/O architecture
for GuestOSs.

Note that PLK's CPU scheduleris identical to
the Linux scheduler, augmentedonly to limit the
amountof CPUaVM (vserver)canmaximallycon-
sume.As wescalefrom 1 to 16VMs, it ensuresthat
eachApacheserverobtainsafair shareof theCPU.

5 Isolation

Barhamet. al. [1] wantedto do a backoff between
Xen and other systems,but they lacked a freely
availablepaenevirtualizedLinux solutionfreeavail-
able.In thissectionwediscusstheisolationproper-
tiesof PLK andcompareit with Xen.

As onesimpleexample,weranaQuake III game
server in oneVM for bothXen andPLK andmea-
suredthelatency to theserver from anothersystem
on the local LAN. We then instantiated9 antiso-
cial VMs eachrunninga CPU hog (in�nite loop).
Xen's borrowedvirtual time schedulerdoesa good
job at isolatingthe Q3 server from the CPU hogs,
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with latenciesvarying between1-15 milliseconds.
As mentionedpreviously, PLK's CPU scheduleris
identical to the Linux scheduler, augmentedonly
to limit the amountof CPU a VM (vserver) can
maximallyconsume.It canscheduletheprocesses
of eachvserver at a �ne grain and treatsthe Q3
server processesas an interactive process. The
Linux scheduleris optimized for interactive pro-
cesses,giving suchhigherpriority over CPUbound
processes.Consequently, even with CPU hogging
processesrunningin 9 differentvservers,theround
trip packet latenciesto theserver remainbelow one
millisecondmostof thetime3.

PLK can also properly resourceisolatesVMs
runningfork-bombsandotherantisocialprocesses.
However, it currently lackssupportto isolatepro-
cessesthat causeexcessive disk I/O (e.g., a sus-
taineddd). We areworking on addingsucha disk
I/O resourcecontrollerthatactsasa �lter to ensure
thatall vservers(VMs) obtainafair shareof theI/O
bandwidth.

Barhamet al. point out that Linux cannotrun
multiple instancesof Postgresqldueto con�icts in
the SysV IPC name-space.On PLK this problem
nolongerexists,astheSysVIPCname-spaceis vir-
tualizedfor eachVserver securitycontext. Conse-
quently, we can run multiple instancesof OSDB;
however, weran out of timeto completethosemea-
surementsin timefor thesubmission.

6 Conclusion

Paravirtualization, popularizedby the Xen hyper-
visor, is quickly expandinginto commodity mar-
kets,with many in the IT sectorconsideringit for
a varietyof purposes.In this paper, we have com-
paredthe performanceof Xen to Linux Vservers
which representsa viable option to Xen for many
usagescenariosthat requireboth strong isolation
andgoodperformanceandhigh scalability. Linux
Vserversareoneexampleof a classof systemsthat
we call paenevirtualization systems. Paenevirtu-

3Ourschedulerimplementationwas�nished two weeksago
andwe suspecta minor bug in the token bucket handlingthat
causes90millisecondhick upsevery four seconds.

alizationsystemsaregeneral-purpose,time-shared
OSs retro�tted with abstractionsto provide both
namespaceisolationandresourceisolation.We�nd
that the performanceof Xen is quite competitive
with Linux Vservers offering a substantialadvan-
tage in lower overheadfor network intensive ap-
plications. While paenevirtualization systemsdo
notoffer someadvantagesof paravirtualizationsuch
astheability to supportmultiple OSenvironments,
weconcludethatfor many environments,especially
thosethatareoversubscribingtheir physicalinfras-
tructurewith asmany VMs aspossiblewithout re-
ducingoverall quality of service,paenevirtualized
systemsareamoreattractive alternative.
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