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Abstract 

 
        Fingerprint scanners can be spoofed by artificial 
fingers using moldable plastic, clay, Play-Doh, gelatin, 
silicone rubber materials, etc. Liveness detection is an 
anti-spoofing method which can detect physiological signs 
of life from fingerprints to ensure only live fingers can be 
captured for enrollment or authentication. In this paper, a 
new method based on the wavelet transform on the ridge 
signal extracted along the ridge mask is proposed which 
can detect the perspiration phenomenon using only a single 
image. Statistical features are extracted for multiresolution 
scales to discriminate between live and non-live fingers. 
Based on these features, we use a classification tree to 
generate the decision rules for the liveness classification.  
We test this method on the dataset which contains about 58 
live, 80 spoof (50 made from Play-Doh and 30 made from 
gelatin), and 25 cadaver subjects for 3 different scanners. 
Also, we test this method on a second dataset which 
contains 33 live and 33 spoof (made from gelatin) subjects. 
The proposed liveness detection method is purely software 
based and application of this method can provide 
anti-spoofing protection for fingerprint scanners.  

 

1. Introduction 
Biometric systems are emerging technologies that enable 

the authentication of an individual based on physiological 
or behavioral characteristics, which including recognizing 
faces, fingerprints, irises, hand geometry, palms, voices, 
gait and handwriting signatures, etc [1]. Among these 
biometric identifiers, fingerprint recognition is considered 
as the most popular and efficient technique. However, the 
security of fingerprint scanners has been questioned. 
Previous studies have shown it is possible to fool a variety 
of fingerprint scanners using a well-duplicated synthetic 
finger made of silicone rubber, Play-Doh, wax, clay, 
gelatin, or in the worst cased, dismembered fingers [2, 3, 
4]. These materials are moisture based and most fingerprint 
scanners are able to image them. From a security and 
accountability perspective, there is an urgent need that a 

biometric system should have the capability to detect spoof 
biometric samples. Liveness detection is an anti-spoofing 
method ensuring that only “real” fingerprints are capable of 
generating templates for enrollment, verification and 
identification [5].  

Liveness detection can be performed at the acquisition 
stage or at the processing stage. Several different 
techniques have been suggested for liveness detection, such 
as measuring temperature, pulse, pulse oximetry, blood 
pressure, electric resistance, or ECG [7, 8, 9, 10]. The main 
disadvantage of these methods is that they require extra 
hardware, which is expensive, bulky and not convenient to 
the users. Another example of liveness detection technique 
is detecting skin deformation which uses information about 
how the fingertip’s skin deforms when pressed against the 
scanner surface [11].  This method considers non-linear 
distortions between two fingerprint impressions when the 
user interacts with the sensor service. A thick artificial 
fingerprint will only give a rigid transformation between 
two fingerprint images. However, using a thin artificial 
fingerprint glued on a live finger may still generate a 
similar non-linear deformation as a live finger would [6]. 

2. Previous Work 
 

In the previous research, our laboratory has 
demonstrated that the time-varying perspiration pattern in 
the fingerprint images can be used as a software based 
measure to detect liveness. Unlike spoof and cadaver 
fingers, live fingers have a distinctive spatial phenomenon 
both statically and dynamically [12]. Based on this 
principle, a ridge signal algorithm, a wavelet algorithm and 
an intensity based algorithm have been developed to detect 
the time-series perspiration pattern for liveness detection.   

First, a ridge signal algorithm was developed which 
maps a 2-D fingerprint image into 1-D “signal” which 
represents the gray level values along the ridges. Variations 
in gray levels (between 0 and 2nd or 5th images) 
correspond to variations in moisture both statically and 
dynamically. This algorithm extracts one static and 6 
dynamic measures and perform liveness classification 
using back-propagation neural network (BPNN). More 
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details about this algorithm can be referenced in [12, 14].  
Secondly, a wavelet based approach was developed 

which concentrated on the changing coefficients using the 
zoom-in property of wavelet. Multiresolution analysis and 
wavelet packet analysis are used to extract information 
from low and high frequency content of the time-series 
images, respectively. The energy content of changing 
coefficients is used as a quantified measure to perform the 
liveness classification [13]. 

Thirdly, an intensity based approach quantified the gray 
level difference between time-series images using 
histogram distribution statistics and extracted static and 
dynamic features which can quantify distinct differences 
between live and non-live fingerprint images. Based on 
these static and dynamic features, the decision rules are 
generated using a classification tree method [15, 16]. 

These methods extract some excellent features using 
different algorithmic approaches and are capable of 
producing classification rates in the range of 84%~100% 
for the three scanners tested. However, all methods require 
time-series images, which may be convenient for users. 
Because the perspiration pattern is demonstrated not only 
dynamically but also statically in our experiments, we 
consider if it is possible to detect the perspiration 
phenomenon from a single image only. Detection of 
perspiration pattern in one image for liveness detection 
with reasonable performance is the motivation for this 
work. In this paper, a new method is proposed to quantify 
the perspiration pattern which applies wavelet 
decomposition on the ridge signal extracted from a single 
fingerprint image. 
 

3. Data Collection 
  Three types of fingerprint scanners were used to collect 

data in our study: capacitive DC (Precise Biometrics, 
100sc), optical (Secugen, EyeD hamster model 
#HFDUO1A) and electro-optical (Ethentica, USB2500). 
These systems were selected based on considerations of 
technology diversity, availability and flexibility of the 
SDK, and the ability to collect a time series of raw images. 
For each device, fingerprints images were collected from 
live, spoof and cadaver fingers. The dataset contains 
approximately 58 live (from different races, ages and 
balanced number of males and females), 80 spoof (50 made 
from Play-Doh and 30 made from gelatin) and 25 cadaver 
fingerprints.  
       Also we tested our proposed on the dataset collected by 
Michigan State University called MSU Gummy Finger 
Database (Ver.1). The dataset is collected from 33 live 
fingers and corresponding gummy fingers, each of which 
has 10 impressions with rotation and varying pressures. It is 
captured by Identix DFR 200 which is an optical scanner 
with 380dpi.  

Table 1 summarizes the number of subjects used for each 
device and category. The spoof and cadaver fingerprints 
are included in the “non-live” category. The image utilized 
in this paper is the first image immediately after placement 
on the scanner in time-series collection.  

 
Category Precise Secugen Ethentica Identix 
Live 58 58 55 33 
Spoof 80 80 80 33 
Cadaver 33 25 22  
 
Table 1. Number of subjects used for each device and category 
 

4. Algorithm 
Figure 1 shows a typical example of the first image 

captured from live, Play-Doh, gelatin and cadaver fingers 
in the time-series collection, respectively. As can be 
observed, compared to the spoof and cadaver fingerprint, 
live fingerprint has a distinctive gray level difference 
because the presence of perspiration. In live fingers, 
perspiration starts from the pores, either completely 
covering them which makes them wet or leaving the pores 
as a dry dot. Typically the live fingerprint looks patchy 
compared to spoof and cadaver fingerprints due to this 
special phenomenon specific to live fingers [12]. Here we 
should note that the fingerprint images in our database are 
the 0 second images immediately after the placement of the 
fingers. For the live fingers, the perspiration has not 
diffused along or among the ridges except for very wet 
fingers, which makes the live fingers look patchy. The 
basis of this method is simple and straightforward. The 
gray level along the ridges in live fingers has a distinctive 
difference and changes with a specific frequency pattern 
due to the presence of perspiration and pores, compared to 
the spoof and cadaver fingers. 

Based on this principle and our previous work, a new 
method is developed to quantify this phenomenon in a 
single image. The underlying process is to extract the ridge 
signal which represents the gray level values along the 
ridge mask and use wavelet transform to decompose this 
signal into multi-scales. Static features are extracted on 
each scale which can quantify the perspiration pattern to 
discriminate between live and non-live fingerprints. The 
main steps of this algorithm include: 

1. Fingerprint enhancement; 
2. Ridge mask and signal extraction; 
3. Wavelet decomposition; 
4. Statistical feature extraction; 
5. Classification. 
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                    (a)                                        (b) 

 
                  (c)                                        (d) 
 

Figure 1: Example of live and non-live fingerprints captured by 
Capacitive DC scanner: (a) live finger; (b) spoof finger made from 
Play-Doh; (c) spoof finger made from gelatin; (d) cadaver finger  
 

4.1. Fingerprint Enhancement 
To improve the clarity of ridge and valley structures in 

fingerprint images, a number of techniques have been 
proposed to enhance gray-level images because the ridge 
and valley structures in a local neighborhood form a 
sinusoidal-shaped wave with well-defined frequency and 
orientation [18, 20]. Here, we use the enhancement 
algorithm proposed in Hong et al. [18], which applied a 
bank of bandpass Gabor filters on the normalized 
fingerprint image using estimated orientation and 
frequency information.   
4.1.1 Pre-processing 

The captured fingerprint image may not be clean because 
of latent fingerprint impressions deposited on the scanner 
surface. A simple median filter is used to remove this kind 
of sand and pepper type of noise.  Second, to segment the 
foreground region of interest, the whole image is divided 
into blocks of small size and the variance of each block is 
computed. If the variance of a block is less than a threshold 
value, then it is removed from original image.  
4.1.2 Local orientation estimation 

The fingerprint has a consistent structure of ridges and 
valleys in a local neighborhood. The local ridge orientation 
is commonly used to tune the filter parameters for 
enhancement.  In the Hong et al. enhancement algorithm, a 

least mean square orientation estimation method is used. 
The local orientation in an image can be computed by  
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where θ(i, j) is the least square estimate of the local ridge 
orientation at the block centered at pixel (i, j).  xσ  and yσ  

represent the horizontal and vertical gradients. w is the 
window width for the block wise calculation.  Here this 
method is processed at a block size of 16x16. 
4.1.3 Local frequency estimation 

The local ridge frequency is another important property 
in a fingerprint image. To get the local ridge frequency, 
X-signatures of each block are computed along the 
direction perpendicular to the orientation angle in each 
block. The window used for this purpose is of size 16×32. 
The frequency is then computed by the distance between 
the peaks obtained in the X-signatures. The X-signature for 
this is given by the formula  
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where I is the input image and is the orientation image. O
Based on experiments, we find that a median frequency 

of all blocks can be used to represent the whole frequency 
image for further Gabor filter processing. 
4.1.4 Filtering using Gabor filer 

Gabor filters consider both the frequency components as 
well as the spatial coordinates, which make it an excellent 
non-linear tool in spatial and frequency domains. After 
getting local orientation angle and frequency, a bank of 
Gabor filters is applied as a band-pass filter which removes 
the noise and enhances the ridge and valley structures.  The 
even-symmetric Gabor filter has the general form. 
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where φ is the orientation, f is the frequency, xδ and yδ  

are the parameters of Gaussian function along x and y axis. 
To estimate the local orientation and frequency block 

wise, we need to take into consideration corrupted ridge 
and valley structures and the existence of minutiae in the 
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fingerprint images. In these kinds of situations, we can use 
low pass filtering and interpolation techniques to reduce its 
negative effects. For the details about this algorithm, we 
can refer to [18]. Figure 2 shows the outcome of 
performing orientation estimation, frequency estimation 
and Gabor filtering. 

 
                 (a)                                                  (b) 

 
(c) (d) 

Figure 2: The process of fingerprint enhancement: (a) original 
image; (b) orientation estimation; (c) frequency estimation; (d) 
enhanced by Gabor filter 

4.2. Ridge mask and signal extraction 
After the input fingerprint image is enhanced with Gabor 

filtering, a binary image is extracted by comparison with a 
pre-defined threshold. A standard thinning algorithm using 
morphological operations can be used to obtain one pixel 
thin ridges. Y-junctions and some short curves shorter than 
a typical pore-to-pore distance are discarded using a simple 
non-overlapping neighbor operation. Then the final 
contour along the ridges can be used as a mask to generate 
signals corresponding to the actual gray level changes 
along the ridges. Figure 3 shows the binary output image, 
the extracted mask superimposed on the original fingerprint 
and the extracted ridge signal. 

 
                   (a)                                                  (b) 
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(c) 
Figure 3: Ridge signal extraction:  (a) binary image; (b) thinned 
ridges laid on the original image; (c) enlarged ridge signal 

4.3. Wavelet decomposition 
As observed from the extracted ridge signal, it is a 

non-stationary signal. The Fourier Transform (FT) would 
not be effective, because FT may not provide appropriate 
information when analyzing non-stationary signals. 
Although short time Fourier Transform (STFT) can map 
the signal into time and frequency domain, it may not be 
effective because it only uses a fixed window technique. 
Compared to FT and STFT, the wavelet transform, 
provides a powerful tool for non-stationary signal 
processing. From an algorithmic point of view, the 1-D 
multiresolution analysis leads to dyadic pyramidal 
implementations using filter banks [19]. 

The procedure of multiresolution decomposition of a 
signal is schematically shown in Fig. 4. Each stage of this 
analysis consists of a highpass and lowpass filter followed 
by scale two downsampling.  In this scheme, the scaling 
function and mother wavelet function can be calculated by: 

)2(2)( nxhn
n

n −= ∑ φφ                                   (8) 

)2(2)( nxgn
n

n −= ∑ φψ                                 (9) 

where  and are conjugate mirror filters. The output 
of the first high-pass and low-pass filters provide the detail 

nh ng
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D1 and the approximation A1, respectively. The first 
approximation, A1 is then decomposed to the second level 
detail D2 and approximation A2, and so on.  

 
Figure 4: The wavelet multiresolution decomposition scheme 

 
Selection of the mother wavelet is very important when 
applying the wavelet transform. Usually tests are 
performed with different types of wavelets and the one 
which gives maximum efficiency is selected for a specific 
application. Based on our experiments, Daubechies 
wavelet is selected as the smoother mother wavelet because 
it can extract efficient information from different scales. 
The following figure is the constructed Daubechies scale 
function and wavelet function. In this method, the level 
selected is 5 because the further decomposition detail does 
not contain much useful frequency content. 
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(a) (b) 

Figure 5: (a) Daubechies scale function (b) wavelet function 
 

Figures 6, 7 and 8 show examples of decomposed 
wavelet transform on the ridge signal from a typical live, 
spoof (Play-Doh), and cadaver finger. As can be observed 
from the comparison, live fingerprints have a higher 
amplitude and periodic change on some detail scales than 
those from the spoof and cadaver fingerprints. 

 
        Figure 6: Live signal and wavelet decomposition example 

 

 
       Figure 7: Spoof signal and wavelet decomposition example 
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 Figure 8: Cadaver signal and wavelet decomposition example 

4.4. Statistical feature extraction 
The transformed wavelet coefficients provide a compact 

representation that shows the energy distribution of the 
signal both in time and frequency. To extract the feature 
vectors, mean and standard deviation of the wavelet 
coefficients in each subband are used. Besides the two 
parameters, mean and standard deviation, from the original 
signal, we extract 14 parameters including 10 from the 5 
detail subbands (D1~D5) and 2 from the last approximation 
A5. After investigating each parameter on the training and 
validation dataset, efficient statistical parameters are 
retained. 

For example, Figures 9 and 10 are the comparison of 
mean and standard deviation in the 4th detail level D4 
between live, spoof and cadaver fingerprints, respectively.  
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Figure 9: D4 mean comparison in capacitive DC scanner 
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Figure 10: D4 standard deviation comparison in capacitive DC 
scanner 

4.5. Classification 
In this algorithm, classification trees are used to separate 

the non-live subjects from the live subjects. Classification 
trees derive a sequence of if-then-else rules using the 
training set in order to assign a class label to the input data. 
The user can see the decision rules clearly to verify if the 
rules match their understanding about the classification. In 
our samples, while there are general trends, there are also 
some live fingers which may be very wet and change very 
little along the ridges. In addition, some cadaver images 
look like live fingers but still have grey level differences in 
some subbands compared with live fingerprints. The 
classification tree works efficiently taking into 
consideration these situations. In our case, an Excel tool 
developed by Dr. A. Saha was applied to generate the 
classification tree automatically [17]. The training, 
validation and test data is randomly selected. Fig. 11 shows 
the classification tree selected for the capacitive DC 
scanner. For example, in this decision tree, the enrolled 
subject is classified as live if the first feature E (mean of  
detail D4) is larger than 0.068099 and the second feature B 
(mean of  detail D3) is larger than 0.65592, which matches 
our observation in the former discussion. Support means 
how many percent of the training data are supported by this 
rule and confidence means the confidence level about this 
specific decision rule. Classification of images is divided 
into live and non-live categories where non-live category 
includes images from Play-Doh, gelatin and cadavers.  
 

 
 

Figure 11: Classification tree for capacitive DC scanner 
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5. Results and discussion 
  To evaluate this algorithm objectively, the dataset is 

divided into training (4/9), validation (2/9) and test (1/3) 
datasets. The randomly selected training and validation 
data is used to generate and determine the classification 
tree. The decision tree which has the least FAR and FRR 
scores is chosen as the one most likely perform well on the 
unseen test data. 

 Fig. 12 presents the training and test results for live and 
non-live fingerprints based on this new statistics of wavelet 
decomposition approach. The capacitive DC (Precise) 
scanner demonstrates between 90-100% (for live and 
non-live, respectively) correct classification rate. The 
optical scanner (Secugen) in our dataset demonstrates 
between 80-92% correct classification rate. The other 
optical scanner (Identix) has a classification rate between 
84.6-93%. However, the electro-optical scanner 
(Ethentica) does not achieve a good classification when 
applying this method on one single image only. The reason 
we think is because the capacitive DC and optical scanners 
are more sensitive to the characteristics in one image. The 
electro-optical scanner shows the perspiration pattern 
across time, as seen in previous work [12~16]. However, 
single image characteristics are similar for live, spoof and 
cadaver fingers.  

Figure 13 shows some examples where the algorithm 
fails in the capacitive DC scanner. When the live fingers 
are very wet and perspiration saturated, there is a little 
variation along the ridges. In this kind of situation, quickly 
wiping the clothes is effective in most cases to demonstrate 
a live pattern. Also sometimes it can be more difficult to 
classify some cadaver fingers. From the comparison, we 
find it is much easier to classify spoof (made from 
Play-Doh and gelatin). 

This research demonstrates that the vitality of 
fingerprints can be determined by a new method processing 
only a single image. These images were the first image 
immediately upon placement on the fingerprint scanner. It 
is not known if this would be applicable to “any” 
fingerprint image since some devices wait until full 
development of the image before matching (~1 sec). 
However, if this algorithm is integrated with a system 
presumably, the “first” image would be available. The 
outcome compares with methods using time-series images. 
Because this method is based on detection of perspiration 
along the fingerprints, wiping the clothes before scanning 
may be necessary.   

 Another issue of this method is that it is 
device-dependent because the fingerprint images vary 
across different technologies. Different and efficient 
features will need to be generated for different scanners 
when applying this method.   

  

 
(a) Training outcome 

  
(b) Test outcome 

Figure 12: Results on three different scanners 

 
(a) 

 
(b) 

Figure 13: Fail examples: (a) live fingers are classified as non-live 
fingers; (b) cadaver fingers are classified as live fingers 
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      Further research for this work is to investigate this 
method on a larger dataset. Our plan is to collect more live 
subjects to detect the variation of perspiration phenomenon. 
Also we plan to collect more spoof data using gelatin, 
Play-Doh and silicone rubber materials to see if we can use 
these materials to simulate the perspiration phenomenon. 
Also to improve this method, more analysis of effective 
features on the multiresolution scales is needed to optimize 
this method and improve its efficiency. 

6. Conclusion 
     A new method which applies wavelet transform on 

the ridge signal extracted along the fingerprint images is 
proposed to detect liveness. Results show that it is possible 
for the capacitive DC and optical scanners to detect vitality 
using a single fingerprint based on the perspiration pattern 
specific to the live fingers.  The method is purely software 
based and application of this liveness detection method can 
protect fingerprint scanners from spoof attacks. 
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