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Quick Background on the Onion Routing method used by TORs

TOR:

TOR (The Onion Router) is a multi node traffic relay network which requires a trust based 
system where the user relays there traffic through an encrypted network. This system is not  
designed with confidentiality in mind, it instead is intended to provide anonymity. Standard 
Geo-IP type packages can not be used to located a user on the TOR network because there 
traffic is bounced multiple times. This method isn't full-prof since it relies on trust of the relay 
nodes, the directory nodes, and the exit nodes. 

TOR works  by  creating  a  private  network  within  the  public  network  in  such  a  way  that 
provides a means of both anonymity and defense against traffic analysis. It does this by using 
a multi-node relay system of sudo-routers; PC's that act as routers. Onion Routing works by 
establishing a virtual  route through a tunnel  based network.[1]  This network of tunnels is  
secured using public key encryption in a reverse layering format. The head end Onion Router 
selects a path of nodes that the traffic will  be relayed through, in doing so it generates a 
symmetric key using the public key of each of the corresponding nodes. The end users data  
is  then  wrapped  layer  by  layer  with  each  nodes  encryption.[2]  Figure  1,  shows  a  basic 
example of how this works. 

 

As can be seen from the image, the layering done in the reversed order that the traffic will be  
moving. As the Onion is passed to each Onion Router a layer is stripped off, revealing the  
next hop of the journey. This is indented to protect the sender from being identified if one or  
more of the Routers are compromised. 

http://securemind.org/intranet/wiki/index.php5?title=File:Onion_Routing_Example_1.jpg


Darknets:

Similar to TOR a Darknet is a network where the user wants anonymity, but not only from the remote  
end being able to determine source location but also the mere fact that the source is participating in 
anonymous communications. A dark net depends on users only connecting to those that they trust and 
have reason to communicate to. At this point we may have muddied up the waters as to what the  
difference to TOR is but the direct difference between the two is that Darknets are not intended for  
general use public applications like Web Browsing. 

Darknet deployment configurations are  abundant is  the wild but  they all  share one of three major 
keying methods; 1-way key exchange, 2-way key exchange, or conversational key exchange. While 
there's a lot of reasons to use each one, a closer look at the tree reveals that the trade off between 
security and complexity can find a middle ground when using the conversational key exchange method. 
[3] In this method node A sends an invitation for communication with node B. However, instead of 
simply starting communications when node B replies, node A first asks node B some questions that  
only it is likley to know the answer to. 
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